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1. HTTP Requests and HTTP responses

The Hypertext Transfer Protocol (HTTP) is an application-level protocol for distributed,
collaborative, hypermedia information systems. It is a generic, stateless, protocol that can be
used for many tasks beyond its use for hypertext, such as name servers and distributed object
management systems, through the extension of its request methods, error codes, and headers.
A feature of HTTP is the typing and negotiation of data representation, allowing systems to be
built independently of the data being transferred.

HTTP has been in use by the World-Wide Web global information initiative since 1990. This
specification defines the protocol referred to as "HTTP/1.1" and is an update to RFC 2068.

It has a Request/Response paradigm (e.g., Browser makes a request to the server, and there
is a single response for the request). Each request and each response are made up of a
header and a body area.

HTTP Request

GET https://www.pbnet.ro/ HTTP/1.1 & asking for the URL over HTTP 1.1

Host: www.pbnet.ro

Connection: keep-alive

sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Applewebkit/537.36 (KHTML, Tlike
Gecko) Chrome/91.0.4472.106 Safari/537.36 € user agent for the browser

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apn
g,*/*;0=0.8,application/signed-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-uUser: 71

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9 € site language

HTTP Response

HTTP/1.1 200 OK €« HTTP 200 means the request is OK.

Date: Thu, 17 Jun 2021 08:54:52 GMT €« Date when the response occurred
content-Type: text/html; charset=UTF-8
Connection: keep-alive
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https://www.pbnet.ro/
www.pbnet.ro

X-Powered-By: PHP/7.4.20 & Software running on the server

Link: <https://www.pbnet.ro/index.php?rest_route=/>; rel="https://api.w.org/",
<https://www.pbnet.ro/index.php?rest_route=/wp/v2/pages/1045>; rel="alternate";
type="application/json", <https://wp.me/Panzp-gR>; rel=shortlink

CF-Cache-Status: DYNAMIC

cf-request-id: 0abac73dc9000062834018c000000001

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-
cgi/beacon/expect-ct"

Report-To:
{"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v2?s=%2Bys2%2BH76n0JIK5
Cr75s3%2F817Azj8vpYB42D09fPdIu¥%2F7gKoomnX7EwjMhOdpEMU3bN5hkksQ95epmHE4NuUcIY5tjzqtmkQG
%2FWrKQVvRvMz%2BOSvwrMaomjc5Yu"}], "group":"cf-nel", "max_age" : 604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 660b0e42db0f6283-0TP

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400,
h3=":443"; ma=86400

content-Length: 39975

<!DOCTYPE html>

<html class="no-js" lang="en-uUs">
<head>

<meta charset="UTF-8">

SharePoint Site request:

GET https://pbnet.sharepoint.com/sites/testl HTTP/1.1 € GET request to the site.
Host: pbnet.sharepoint.com

Connection: keep-alive

sec-ch-ua: " Not;A Brand";v="99", "Microsoft Edge";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; win64; x64) ApplewebKit/537.36 (KHTML, 1like
Gecko) Chrome/91.0.4472.101 safari/537.36 Edg/91.0.864.48 < Browser user agent
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8
,application/signed-exchange;v=b3;q=0.9

Service-worker-Navigation-Preload: true

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

AccEpt—Language: en-US,en;q=0.9 € site language

Cook1le:
rtFa=cth2ethHchdEnBt2R9+sb4oxEO+HvTTFBgOW95K4mRTk5NjY3RkMtODRENiOOM'U4LUIyNDYthk3
NTFDRjA3MDAGDMocprPgUL5n4wGwsxt8gPpizNfsMpxalihrxlgmmx7hXyMwjcaVAzEKCukMIYfMONKGRs20u
0/ItHIBRgi1dGQvPqSewwHZB3bDDHL7Aelx7caxaIh55N7UqrwQvyDPssZt20CYMFNVSImvOONOOiII2uln4drA
8pCP7qcHIu6VBNhalDOSpLi99mNV/9hab+X/Ez0OCUezitPDbYWECFN5q60rOouQer0ekRxhyhnGvoyuh4b6pk4
sDxi 5vaKfu27wXRp3bizXui/vpCsUxqT2PQz/I5hq9bsEGE5YgoDrlzty8tAIZ077CX7hAKD+AhORGHemgImj
NAkkSTsTFbgIXkUAAAA=;
FedAuth=77u/PD94bngdiyc21vbﬂOiMS4wIiB1mevZG1uZindXRmLTgiPz48U1A+VjEwLDBoLmZ8bWVtY
mVyc2hpcHwxMDAZMDAWMDhmMMGJ 1Y jk0QGxpdmUuY29tLDAjLmZz8bwvtYmVyc2hpcHxhbmRyzwlAcmFjaG10YS
5uZXQSMTMyN 7Y 5MzUyODMWMDAWMDAWL DE zMj Q30DMWMDEXMDAWMDAWMCWXMzI20DgyNjMwMj I3MjMOODUSODY
UMTIZLJE4Ni4yOSw2NyxT10Tk2NjdmYy04NGQ2LTQYNTgtYjIONTiOyOTCcIMWNMMDCWN2YSLDQwYZY5ZmNiLwu4
OTItNDAZzYYO5NjM2LWVmMYmMU2YmZhM2FjZSWONGI2ZDI5Z 1 OXMGIWLWMWMDATM2 YWNCOYN2Y2NTk1MDIOZjASN
DRiNmQyOWYtMTBiMCleDAWLTNmMDQtM'dquU5NTAyNGYwLCWWLDEZMjY4NDgWNZAyMjIlNDUONCWXMzIZOD
Y1MzUwMj IyNTQINDQsLCx1eUo0YThoz1kyTw]PaupiWENKRFVERmMNIbDBpTENKNGIYTmZjMO50SwpvaulTsjk
SMjYIMDQ2NzcOMzk50Tk50Tk50SwxMzI20DM5NDMWMTAWMDAWMDASZj dmMjVvmMzk tzZwVjNiOOMDM5LTgzZjYt
ZTAZNzBhY2VkYzc5LCwsLCwsTT1VTZ001b0tPeCs0ZWRhc1IPYO1xVOhFTYytPNjBjYTINZQWSWNHNXUDFITFRNZ
1zvTmpaYStMQOFGeEVUd2t5ZytMbXpSeEhYSjc2cFphN2YzejTmMT1COFpRK2N3a115ZEhDbU9UNDIVMS9RCN
RNTEQ2ZXpPYXJaNGVyQ014Z1INXdnBnYjk5WDBKCVAMZUNHSHF4aTFmMcXR2TVE4RTVOTOdQYXRTVHNOR2 J0KOV
BRDFEWT1Xc3JpeutCVv3ZziY3IyM2wINWp5UmQwK3TpwWjZsdmurYOINTmIhK2hzUDBWS3NjZzJa0G12M0ZJeEV]
SONOaHdINTYxVTVKUETCVFNNM2ImK1p4QzI5N3Z2SSzJOYONUTzdOVXp1SHIBMOticTZXdTV1b1ZSMGtCMDF3d
ONFROTTMTEXSEUVQjNoY2xmaxXgOb1NsS304NHpwVUIPSWxVvV]jZpUjZ3PTO8LINQPg==
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https://www.pbnet.ro/index.php?rest_route=/
https://api.w.org/
https://www.pbnet.ro/index.php?rest_route=/wp/v2/pages/1045
https://wp.me/PanZp-gR
https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct
https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct
https://pbnet.sharepoint.com/sites/test1

SharePoint site response:

HTTP/1.1 200 OK € HTTP 200 means everything was OK.

Cache-cControl: private

content-Type: text/html; charset=utf-8

vary: Accept-Encoding

P3P: CP="ALL IND DSP COR ADM CONo CUR CUSo IVAO IVDOo PSA PSD TAI TELO OUR SAMO CNT
COM INT NAV ONL PHY PRE PUR UNI"

Set-Cookie:
rtFa=cvMh2ezhzHmDcdEnBt2R9+sb40xEO+HVTTFBgOW95y4mRTk5NjY3RKMtODRENTO0OMjU4LUIYNDYtMjk3
NTFDRjA3MDdGDMocprPgUL5n4wGwsxt8gPpizNfsMpXalihrxlgmmx7hXyMwjcaVAZEKCUkMIYfMONKGRs2o0u
0/ItHIBRgidGQvPqSewwHZB3bDDHL7Aelx7caxaIh55N7uUqrwQvyDPssZt20CYMFNVSImvOONOOiII2uln4rA
8pCP7qcHIu6VBNhalDOSpLi99mNV/9hab+X/EzOCUezitPDbYWECFN5q60rOuQer0ekRxhyhnGvoyuh4b6pk4
sDxi 5vaKfu27wxRp3bizXui/vpCsUxqT2PQz/I5hq9bsEGE5YgoDrl1zty8tAIZ077CX7hAKD+AhORGHemgImj
NAkkSTsfFbgiXkuAAAA=; domain=sharepoint.com; expires=Tue, 22-Jun-2021 09:05:02 GMT;
path=/; SameSite=None; secure; Httponly

Set-Cookie:
FedAuth=77u/PD94bwwgdmVvyc21vbj0iMS4wIiBTbmNvZzGluzz0idXRmLTgiPz48U1lA+VjEWLDBOLMZ8bWVtY
mVyc2hpcHwWXMDAZMDAWMDhMMGJ 1Y jk0QGxpdmUuY29tLDAjLmZ8bwvtYmVyc2hpcHxhbmRyzwWlAcmFjaG10YS
5uzXQsMTMyNjY5MzUyODMWMDAWMDAWL DE zMj Q30DMWMD EXMDAWMDAWMCWXMZI20DgyNjMwMjI3MjMO0ODUSODY
UMTIZLJE4NT4yOSw2Nyx10Tk2NjdmYy04NGQ2LTQYNTgtYjIONiOyOTCcIMWNMMDCWN2YSLDQwYZzY5ZmN1iLwu4
OTItNDAZzYYO5NjM2LWVmMYmMU2YmZhM2FjZSWONGI2ZDI5Z i1 OXMGIWLWMWMDATM2 YWNCOYN2Y2NTk1MDIOZjASN
DRiNmMQyOWYtMTBiMC1jMDAWL TNMMDQtMJ dmNjU5SNTAYNGYWLCwwLDEZMj Y4ANDgwWNZzAYMj IINDUONCWXMZI20D
Y1MzUwMj IyNTQINDQsLCx1euo0YThoz1kyTw]PaupiWENKRFVERMNIbDBpTENKNGIYTmZjM050SWpvaulTsjk
SMjYIMDQ2NzcOMzk50Tk50Tk 50SwxMzI20DM5NDMWMTAWMDAWMDASZ j dmMjvmMzk tZwVjNiO00MDM5LTgzZjYt
ZTAzZNzBhY2VkYZzc5LCwsLCwsT1vTZ001b0tPeCs0ZWRhc1IPYO1XVOhFTYytPNjBjYTINZQW5WNHNXUDFJITFRNZ
1zvTmpaYStMQOFGeEVUd2t5zytMbXpSeEhYSjc2cFphN2YzejTmMT1COFpRK2N3a115ZEhDbUSUNDIVMSIRCN
RNTEQG2ZXpPYXJaNGVyQ0T14Z1INXdnBnYjk5WDBKcVAMZUNHSHF4aTFmMCcXR2TVE4RT1VOTOdQYXRTVHNOR2 JOKOV
BRDFEWT1Xc3JpeutCVv3ZziY3IyM2wlNwp5UmQwK31pwjzZsdmurYOINTmIhK2hzUDBWS3NjZz1a0G12M0ZJeEV]
SONOQHdINTYXxVTVKUETCVFNNM2ImK1p4QzI5N3Z2SSzJOYONUTZzdOovXp1SHIBMOticTzXdTV1b1ZSMGtCMDF3d
ONFROTTMTEXSEUVQjNoY2xmaxXgObTNsS304NHpwVUIPSWxvVjZpUjz3PTO8LINQPg==; expires=Tue, 22-
Jun-2021 09:05:02 GMT; path=/; SameSite=None; secure; HttpOnly

Set-Cookie:
rtFa=cvMh2ezhzHmDcdEnBt2R9+sb40XEO+HVTTFBgOW95y4mRTk5NjY3RKkMtODRENTO0OMjU4LUIYNDYtMjk3
NTFDRjA3MDdGDMocprPgUL5n4wGwsxt8gPpizZNfsMpXalihrxlgmmx7hXxyMwjcaVAzEKCUKMIYTfMONKGRs20u
0/ItHJIBRgidGQvPqSewwHZB3bDDHL7Aelx7caxaIh55N7uUqrwQvyDPssZt20CYMFNVSImvOONOOiII2uln4rA
8pCP7qcHIu6VBNhalDOSpLi99mNV/9hab+X/EzOCUezitPDbYWECFN5q60rOuQer0ekRxhyhnGvoyuh4b6pk4
sDxi 5vaKfu27wxRp3bizXui/vpCsUxqT2PQz/I5hq9bsEGE5YgoDrlzty8tAIZ077CX7hAKD+AhORGHemgImj
NAkkSTsfFbgiXkUAAAA=; domain=sharepoint.com; expires=Tue, 22-Jun-2021 09:05:02 GMT;
path=/; SameSite=None; secure; Httponly

Set-Cookie:
FedAuth=77u/PD94bwwgdmVvyc21vbj0iMS4wIiBTbmNvZzGluzz0idXRmLTg1Pz48UlA+VjEWLDBOLMZ8bWVLY
mVyc2hpcHwWXMDAZMDAWMDhMMGJ 1Y jk0QGxpdmUuY29tLDAjLmZ8bwvtYmVyc2hpcHxhbmRyzwlAcmFjaG10YS
5uZXQSMTMyN 7Y 5MzUyODMWMDAWMDAWL DE zMj Q30DMWMDEXMDAWMDAWMCWXMzI 20DgyNjMwMj I 3MjMOODUSODY
UMTIZLJE4NTi4yOSw2NyxT10Tk2NjdmYy04NGQ2LTQYNTgtYjIONTOyOTCcIMWNMMDCWN2YSLDQwYZzY5ZmN1iLwu4
OTItNDAZzYYO5NjM2LWVmMYmMU2YmZhM2FjZSWONGI2ZDI5Z i1 OXMGIWLWMWMDATM2YWNCOYN2Y2NTk1MDIOZjASN
DRiNmQyOWYtMTBiMCleDAWLTNmMDQtM'dmN%U5NTAyNGYWLCWWLDEZMjY4NDgWNZAyMjIlNDUONCWXMZIZOD
Y1MzUwMj IyNTQINDQsLCx1eUo0YThoz1kyTw]PaupiWENKRFVERMNIbDBpTENKNGIYTmZjM050SWpvaulTsjk
SMjYlMDQ2NZCOMZk50Tk50Tk505WXMZIZODM5NDMWMTAWMDAWMDASZ%dejVmMZktZWVjNiOOMDMSLTgZZth
ZTAzNzBhY2VkYzc5LCwsLCwsTT1vTZ001b0tPeCs0zZwWRhc1IPY01xVO FTytPNjBjY1NZQW5WNHNXUDFJTFRNZ
1zvTmpaYStMQOFGeEVUd2t5ZytMbXpSeEhYSjc2cFphN2YzejTmMT1COFpRK2N3a115ZEhDbUSUNDIVMS9RCN
RnTEgZZXpPYXJaNGVyQO14ZlNanBankSWDBKCVdMZUNHSHF4aTFmCXR2TVE4R1VOTOdQYXR1VHNOR2JOKOV
BRDFEWT1Xc3JpeutCVv3ZiY3IyM2wlNwp5UmQwK31pwjzsdmurYOINTmIhK2hzUDBWS3NjZzJa0G12M0ZJeEV]
SONOQHdINTYXxVTVKUETCVFNNM2ImK1p4QzI5N3Z2SSzJOYONUTZzdOovXp1SHIBMOticTzXdTV1b1ZSMGtCMDF3d
ONFROTTMTEXSEUVQ]jNoY2xmaxXgObTNsS304NHpwVUIPSWxvVjZpUjz3PTO8LINQPg==; expires=Tue, 22-
Jun-2021 09:05:02 GMT; path=/; SameSite=None; secure; HttpOnly

Set-Cookie:
SPworkLoadAttribution=Url=https://pbnet.sharepoint.com/sites/testl&AppTitle=webPartra
geHomePage; expires=Thu, 17-3Jun-2021 09:10:52 GMT; path=/

Set-Cookie:
€996671c84d64258b24629751cf0707f5e56T38de6c64ef9868445846d71eadbi%3A0%23%2EF%7Cmember
ship%7%andrei%40rach1ta%2Enet=0; expires=Fri, 18-Jun-2021 09:10:22 GMT; path=/;
Httponly

Set-Cookie: SearchSession=f5e8ffb3%2D795e%2D46ac%2Daabc%2D9d0a66c608f3;
path=/sites/testl; secure

Set-Cookie:
https%3A%2F%2Fpbnet%2Esharepoint%2Ecom%2Fsites%2Ftestl1%2FDiscovery=workspaceSiteName=
VGVzdCBTUE8=&WorkspaceSiteUr1=aHROCHM6LYIwYm51dC5zaGFyZzXBvaw50LmNvbS9zaxR1cy90ZXNOMQ=
=&WorkspacesiteTime=MjAyMSOwWNi0XN1QWOTOXMDOYNQ==; expires=Sat, 17-Jul1-2021 09:10:25
GMT; path=/_vti_bin/Discovery.asmx; secure

X-sharePointHealthScore: 2 < SharePoint Health Score. Will be discussed in this
training.

Referrer-policy: no-referrer, strict-origin-when-cross-origin

X-AspNet-Version: 4.0.30319 &« ASP.NET Version

SPRequestGuid: 92b6d29f-f0c7-c000-1fc5-c95a5d6ad419 &« Correlation ID

request-id: 92b6d29f-f0c7-c000-1fc5-c95a5d6ad419

MS-CV: n9K2ksfwAMAfxclaxwruGQ.O0

Report-To: {"group":"network-

non

errors", "max_age":86400, "endpoints": [{"url":"https://spo.nel.measure.office.net/api/r
I
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https://pbnet.sharepoint.com/sites/test1&AppTitle=WebPartPageHomePage
https://pbnet.sharepoint.com/sites/test1&AppTitle=WebPartPageHomePage
https://spo.nel.measure.office.net/api/report?tenantId=e99667fc-84d6-4258-b246-29751cf0707f&destinationEndpoint=Edge-Prod-BUH01r4&frontEnd=AFD

eport?tenantId=e99667fc-84d6-4258-b246-29751cf0707f&destinationEndpoint=Edge-Prod-
BUHO1r4&frontEnd=AFD"}]}

NEL: {"report_to":"network-

errors", "'max_age":86400, "success_fraction":0.001,"failure_fraction":1.0}
Strict-Transport-Security: max-age=31536000

X-FRAME-OPTIONS: SAMEORIGIN

content-Security-Policy: frame-ancestors 'self' teams.microsoft.com

*_ teams.microsoft.com *.skype.com *.teams.microsoft.us local.teams.office.com

* . powerapps.com *.yammer.com *.officeapps.live.com *.office.com *.stream.azure-
test.net *.microsoftstream.com;

X-Powered-By: ASP.NET

MicrosoftSharePointTeamServices: 16.0.0.21402 € SharePoint Farm Build version
X-Content-Type-Options: nosniff

X-MS-InvokeApp: 1; RequireReadonly

X-Cache: CONFIG_NOCACHE

X-MSEdge-Ref: Ref A: B99C10FFB998406B9D60F8094F179633 Ref B: BUHOL1EDGE0320 Ref C:
2021-06-17T109:10:212

Date: Thu, 17 Jun 2021 09:10:24 GMT < date when the response was received
Content-Length: 444614

<!DOCTYPE html PUBLIC "-//w3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0rg/TR/xhtm11/DTD/xhtml1l-strict.dtd">

<html dir="1tr" lang="en-us">

<head><meta name="GENERATOR" content="Microsoft SharePoint" /><meta http-

equiv="Content-type" content="text/html; charset=utf-8" /><meta http-equiv="X-UA-

Compatible" content="IE=edge"/><script type='text/javascript'>var _browserisFlight =

true;</script><meta http-equiv="Expires" content="0" /><meta name="msapplication-

TileImage" content="/_layouts/15/images/SharePointMetroAppTile.png" /><meta

name="msapplication-TileColor" content="#0072C6" /><title>

Test SPO - Home

X-SharePointHealthScore explained

The SharePoint Health Score was first introduced in SharePoint 2010. The Health Score determines
the health of a SharePoint server/web application on a scale from 0 to 10, where 0 is the healthiest
state. SharePoint automatically starts throttling requests once the Health Score is too high. The
Health Score can be calculated using many parameters, such as memory usage, concurrent
requests, etc.

How the SharePoint Health Score is calculated

So, how does SharePoint calculate this Health Score?

When a SharePoint Web Application spins up, internally a new thread is created (you can see it in
debuggers with the name SPPerformancelnspector).

This thread regularly reads performance counters and calculates the Health Score.

Each time it calculates the Health Score it will log this to the Trace Logs (Category=Http Throttling,
Level=Verbose):

“The current health score for web application is X.”

1
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https://spo.nel.measure.office.net/api/report?tenantId=e99667fc-84d6-4258-b246-29751cf0707f&destinationEndpoint=Edge-Prod-BUH01r4&frontEnd=AFD
https://spo.nel.measure.office.net/api/report?tenantId=e99667fc-84d6-4258-b246-29751cf0707f&destinationEndpoint=Edge-Prod-BUH01r4&frontEnd=AFD
http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd

SharePoint Foundation  Http Throtting 563k Verbose The peformance montors are inspected

SharePoint Foundation  Hitp Throtting il The cument health score for web application is 0
SharePoint Foundation  Monitoring nasq Medium B8047dc21...  Entering monitored scope (Timer Job My Site-Instantiatig

Performance Counters

The Health Score is calculated from a set of Performance Counters. By default, SharePoint 2013
(and SharePoint 2010) uses two performance counters for this:

. Memory/Available MBytes

) ASP.NET/Requests Current

Refresh Interval

The Health Scores are by default updated every 5 seconds.
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2. What is Fiddler?

In two words: Fiddler is an HTTP Tracing tool.

Fiddler is an HTTP debugging proxy server application written by Eric Lawrence, formerly a
Program Manager on the Internet Explorer development team at Microsoft. Fiddler is now
the property of Telerik.

Fiddler is written in C#.

Itis used to:

e Troubleshoot problems.

e Performance evaluation

e "Play (fiddle)” with requests and responses.

e Security testing (through request modification)

e Visualize page requests (using the timeline feature)
e Site reviews

FIDDLER TRAINING



3. How does it work?

e Basically, it is a proxy (a proxy server is a server (a computer system or an application)
that acts as an intermediary for requests from clients seeking resources from other
servers. A client connects to the proxy server, requesting some service, such as a file,
connection, web page, or another resource available from a different server and the
proxy server evaluates the request as a way to simplify and control its complexity.
Proxies were invented to add structure and encapsulation to distributed systems.
Today, most proxies are web proxies, facilitating access to content on the World Wide
Web, providing anonymity, and may be used to bypass IP address blocking.

8
e
You Proxy Server Iirbeesmet

Fiddler can be used as a:

o Local Proxy
o Remote Proxy (for smartphones, tablets, and non-Windows platforms)
e It adjusts your browser’s proxy configuration (through Winlnet) to intercept traffic. In
some scenarios, you can use the "embedded FQDN" that Fiddler offers and use:
ipv4.fiddler or ipv6.fiddler.

FIDDLER TRAINING 8



After you start Fiddler, the program registers itself as the system proxy for Microsoft Windows
Internet Services (Winlnet), the HTTP layer used by Internet Explorer, Microsoft Office, and

many other products.

As the system proxy, all HTTP requests from WinInet flow through Fiddler before reaching the
target Web servers. Similarly, all HTTP responses flow through Fiddler before being returned

to the client application.

Web
Server

Internet |
Explorer |

Y

WININET |=—»| Fiddler |« =

|
|
|
|
|
|
When you close Fiddler, it unregisters itself as the system proxy before shutting down.

All current versions of Fiddler support chaining to upstream proxies (either autodetected or

manually specified).

The result is an architecture like this:

Web
Server

Internet
Explorer |

WInINET |< | Fiddler Other

Y

Proxy

| [
| [
| |
-] -
| [
| [
| 1

Note that Fiddler does not support upstream proxy configuration scripts that are accessed
using the FILE:// protocol, only those accessed using the HTTP or HTTPS protocols (so far, no

one seems to have hit this limitation in the last 6 years).
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3.1 Basic Fiddler Usage

Basic Fiddler Usage

It is good practice to clear the cache before starting any trace:

& Progress Telerik Fiddler Web Debugger
File Edit Rules Tools View Help

Keep: All sessions = €5 Any Process 3 Find [ Save | B8] (3) @ Browse [@cweamacha

T TextWizard | [ Tearoff

MSDN Search... @

# Result  Protocol Host
Elr 20 7R www. fiddler2.com
[ 2 200 HITP cdn. content.prod.cms.msn.com
[+ 3 200 HIP cdn.content. prod. cms.msn.com

URL Body Caching
{UpdateCheck. aspx7isBeta=False 528 private

Jsingletile/summary/alias fexperiencebyname ftoday?mark... 1,116 publ, ...
feinglete /summary/aliss fexperiencebynameftoday?mark... 1,146 publit, ...

Be sure that the capture traffic is checked:

© Progress Telerik Fiddler Web Debugger
File Edit Rules Tools View Help

r CaptureTraf'-ﬁc F12 b Go ‘ Streamn i Decode

MNew Viewer
Load Archive...
Recent Archives ¥

Save ¥

Import Sessions...

Export Sessions >

Exit

Host  URL

www. fiddler2.com  fUpd
dn.content.prod.cms.msn.com  fsing
dn.content.prod.cms.msn.com  fsing

Content-Type
textjplain; charset=utf-8
textfuml; charset=utf-8
textjuml; charset=utf-8

I

Process

svchost: 15372
svchost: 15372

(5 Statistics k. Inspector;

In the main Fiddler window, you can easily see the frames (from 17 to 60 in our demo):

FIDDLER TRAINING
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© Progress Telerik Fiddler Web Debugger
File Edit Rules Tools View Help
58 WinConfig () 44 Replay X - b Go  ff Stream i Decode | Keep: All sessions ~ &5 Any Process @ Find

Save | B (&) @ Browse ~ @ Clear Cache [T TextWizard | [ Tearoff

# Result  Protocal Host URL Body Caching  ContentType Process
17 200 HTP Tunnel to www.pbnet.ro: 443 0 iexplore: 18660
4¥18 200 HTTRS wa pbnet.ro / 30,663 no-stor... text/htm; charset=UTF-3 iexplore: 18660
s 00 HTTR Tunne to - mobike. pipe. aria. microsoft.com:443 0 winword: 13140
ess{20 200 HTTPS www.pbnet.ro  fwp-content/themes/corporate_10/style.css 19,791 textfcss iexplore: 18650
21 200 HTP Tunnel to 740 iexplore: 18660
#2220 HTP Tunnel to 740 iexplore: 18660
23 200 HTP Tunnel to 740 iexplore: 18660
24 00 HTTR Tunnel to www.pbnet.ro: 443 740 iexplore: 18660
cs{25 200 HTTRS wnn.pbnet.ro  jwp-content/plugins ietpack jcss jetpack.css?ver=5.9 66,213 textjcss iexplore: 18660
& 28 200  HTTP Tunnel to pbnet.ro:443 740 iexplore: 18650
#27 200 HTTP Tunnel to pbret.ro:443 740 iexplore: 18660
(#8200 HTTP Tunnel to www.pbnet.ro: 443 740 iexplore: 18660
e 200 HTP Tunnel to www.pbnet.ro: 443 740 iexplore: 18660
{30200 HTTRS wwe pbnet.ro fwp-content/plugins/crayon-syntax-highlighterfess/minfer... 20,172 textjcss iexplore: 18660
{31 200 HTTRS ww pbnet.ro  jwp-content/plugins/crayon-syntax-highliohter fthemes/dl.. 4,368 textjcss iexplore: 18660
& 32 200  HTTP Tunnel to - www.pbnet.ro:443 740 iexplore: 18650
(33 200 HTTPS vt pbnet.ro  fwp-content/plugins/crayon-syntax-highlighter ffonts/mo. .. 529 textfcss iexplore: 18660
g 200 HTTP Tunnel to www.pbnet.ro: 443 iexplore: 18660
200 HTTPS www pbnet.ro  fwp-content/themes/corporate_10/images/logo.png image/png iexplore: 18660
200 HTTRS wni.pbnet.ro  jwp-content/pluginswp-polls/polls-css. css?ver =2.73.8 2,70 textjcss iexplore: 18660
00 HTTP Tunnel to www.pbnet.ro: 443 740 iexplore: 18660
200 HTTPS www.pbnet.ro  fwp-content/fplugins/counterizefcounterize. css.php?ver =... 7,031 text/cssjcharset=UTF-8 iexplore: 18650
200 HTTPS wp-content/themes/corporate_10/mages/bottom. gif 1,368 image/gif iexplore: 18660
200 HTTPS fwp-indudes js/iquery/iquery.js?ver=1.12.4 97,184 application/javasaript iexplore: 18660
200 HTTPS fwp-content/plugins jetpack/_inc/buildphoton/photon.mi.. 580 application javasaript iexplore: 13660
00 HTTPS fwp-ncludes s /iquery fuery-migrate.min js?ver=1.4,1 10,056 application javascript iexplore: 18660
00 HTTP 50.wp. Com: 443 0 iexplore: 18660
200  HTTPS Jwp-contentfplugins fwp-polls/polls—is. js?ver =2.73.8 2,994 application fiavascript iexplore: 18650
200 HTTPS fwp-content/plugins/crayon-syntax-highlighter fisfmin/cra... 22,337 application/javasaript iexplore: 18660
200 HTTPS fwp~content/themes/corporate_10/images/top.gif 1,367 image/gif iexplore: 18660
200 HTTPS fwp-content/plugins/counterize/counterize js.php?ver=3... 11,295 text/javascript;charset=UTF-3 iexplore: 13660
00 HTTP secure. gravatar. com:443 0 iexplore: 18660
00 HTTPS fwp~content/plugins fetpack/modules fwparoho js?ver=3... 1,015 application javascript iexplore: 18660
200  HTTPS Jwp-ndudesjs/wp-embed.min,js?ver =3748c90eab 1a233... 1,398 application fiavascript iexplore: 18650
200 HTTPS v pbnet.ro  fwp-indudes/imagesjfss.png 608 image/png iexplore: 18660
200 HTTP Tunnel to  stats.wp.com: 443 0 iexplore: 18660
200 HTTPS .pbnetro  jwp-ndudesfis/wp-emojitelease.min jsPver=3748c30ea... 11,721 application javasaript iexplore: 13660
00 HTTP Tunne to - urs.microsoft. com:443 iexplore: 18660
00 HTTPS ’ fwp~content/themes|corporate_10/images/wrap.gif image/aif iexplore: 18660
200 HTTPS fwp-content themes/corporate_10fimages/header.png image/png iexplore: 18650
200 HTTPS np-content/themes/corporate_10/mages/navbar.gf image/gif iexplore: 18660
200 HTTPS wp-content/themes/corporate_10/mages/icon.gif image/gif iexplore: 18660
200 HTTPS sO.wp.com  fwp-content/is/devicepx-jetpack. js?ver =201812 3,175 max-ag... spplcation/x-avascript iexplore: 13660
00 HTTPS secure.gravatar.com fjs/gprofiles js?ver=20 18Maras 6,803 max-ag.. appication/x-javasaript iexplore: 18660

You can also notice that Fiddler uses a different color-coding for each component of a website

(like purple for CSS, green for JavaScript, gray for images (PNG/GIF/JPEG).

By looking at the statistics tab, we can have a clear view of how the site is loaded:

- For example, we had 44 HTTP 200 requests (also see Request Count)
- Alot of the wait time is due to the JavaScript.
- You can see how many bytes were sent/received.

FIDDLER TRAINING
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(@) Statistics ik mspectors % AutoResponder [ Composer Fiddler OrchestraBeta U5 FiddierSeript 5] Log [ Filters ™= Timeline

Request Count: 44

unigque Hosts: [

Bytes Sent: 16,085 {headers:16,085; body:0)
Bytes Received: 443,010 {headers:11,490; body:431,520)

ACTUAL PERFORMANCE

Requests started at: 11:24:21.104
Responses completed at: 11:24:22.217
Sequence (clock) duration: 00:00:01.112
Aggregate Session duration: 00:00:01.304
DNS Lookup Time: 138ms
TCP/IP Cconnect duration: 133ms

HTTPS Handshake duration: 5,281ms

RESPONSE CODES

HTTP/200: 44
RESPONSE BYTES (by Content-Type)

application/javascript: 147,285
t/css: 120,812
image, pn 105,754
text/html: 30,663
~headers. 11,490
Text/javascrip 11,295
application/x-javascrip 9,978
image/gi 5,733

REQUESTS PER HOST

www. pbnet.ro: 37

S0.wp. € 2

secure.gravatar.c 2
mobile.pipe.aria.microsoft.c 1
stats.wp.c 1

urs.microsoft.c 1

ESTIMATED WORLDWIDE PERFORMANCE
The following are VERY rough estimates of download times when hitting servers based in Seattle.
US wWest Coast (Modem - G6KB/sec)

RTT: 4.40s5

Elapsed: 80,405

Japan / Northern Europe (Modem)
RTT: 6. 605

E1 a;‘)sed: 8'2 . 605
China (Modem)

RTT: 19.80s

Elapsed: 95. 805

US West coast (DSL - 30KB/sec)
RTT: 4. 405
Elapsed: 19.40s

Japan / Northern Europe (DSL)
RTT: 6. 605

Elapsed: 21.60s
China (DSL)

RTT: 19.80s

Elapsed: 34.80s

Collapze Chart

Copy this chart

By looking at the TimeLine view, we can see the basic timeline of the page loading and
troubleshoot site load performance:

1
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@ Statistics Zxx Inspectors 4 AutoResponder @ Composer E Fiddler Orchestra Beta % Fiddlercript 5] Log [ Filters = Timeline
TRANSFER TIMELINE Hel

1s Iz Iz 4z ]

R ——— |

&
o
ui
o
i

jetpack.css
Crayon,min.ges

classic.css
) F——
kege.prg
pollcsicss

|
|
|
|
|
|
counterize,oss.php |
jguery.js |
photon.minjs |
jouery-migrate. min.js |
polk-is.js |
Crayon.minjs |
countarize, js. php |
wpgroho.js |
wip-=mbed,min.js |
wp-emoji-relkease.min.js |
wrap.gif |

header.png |

navhar.gif|

icon.gif
davicapijetpack js -
gprofiles.js

1§ WinConfiy ) 4 Replay X - b Go  { Stream [ Decode  Keep: Allsssions » €51 Any Process 3 Find [l Save |18 (3) (@ Browse - G Clear Cache T TextWizard | [F Tesroff  MSONSearch.. @ 9 Oniine X

O sntishs 1§ 1pectors. £ T Conposer [ Fider F ridesapt B 1o [] Al = Tmeine
Single Session Timeline Helo

fwgr-content themes oomorate_ijstyle.css

www.ponzt.ro  fwp-contentjplugins fletpack/css fletpadt.cssver=5.9 8,213 textfess

winpbetro  frp-antentiolignsjoayon syntachighchterjcsfainie.. 2,172 tertfess

wwwponetro  fwp-contentilugns/oayon-syntaic-highichter fhemesid... 4,368 textfess
Tumelto  wwn B I

1
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To troubleshoot a single request, go to the Inspectors Tab and use the RAW view:

4 Progress Telerik Fiddler Web Debugger - X
File Edit Rules Tools View Help
18 WinConfig () 43 Replay X~ b Go | & Stream ¥ Decode | Keep: All sessions ~ &8 Any Process 34 Find [l Save |88 (@) @ Browse - X Clear Cache [T TextWizard | [ Tearoff | MSDN Search... & Online X
# Resut  Protocol Host LRL Body Caching  ContentType Process @ statstics % AutoResponder # Composer [ge Fiddler OrchestraBeta Fiddersaript (2] Log [ Fiters ™= Timeline
200 e \ webFoms | Hexview | Auth | cookes || TR son | o |
r
= — T imagesgur, </
w0 200 HITPS Wi, pEnet.10 - up-contentthemescorporate_I0/style.css 18,791 tetfess eore 50 Renes Mos 11Ta75-8- (kindont KT 1507 WONG4: Trident/7.05 rvi1l.0) Tike Gecko
@21 w0 AP Tunel to whnw.pbriet.r0:443 740 fexplore: 18660 ;;;EW;ME"“"“"Q;g"Dv CEEES
B2 2o e Tumnel to winw.pbet.ro: 443 720 explore: 18660 lon
E2z  oa HTP Tumel to winw.pbret.ro: 443 2 iexplore: 18660 TR e
B2¢ w0 HTR Tunnel to - www.pbnet.ro:443 740 iexplore: 18660
es(25 200 HTTPS v pEnet. =52 66,213 tetfess iexplore: 18660
@2 20 WP Tunnel to . pbnet.ro:443 740 fexplore: 18660
B2 w0 WP Tunnel to . pbnet.ro:443 740 iexplore: 18660
Bz 20 HP Tunnel to - wwn.pbnet.ro: 443 70 iexplore: 18660
B2 w0 e Tumnel to winw.pbet.ro: 443 720 explore: 18660
©=(30 200 HTTRS . pbret. 2,172 textfess lexplore: 18550 Find... (press Cirl+Enter to highight al) [ viewinNotepad |
o3t 20 MRS T 4,368 e Jore: 18660
=l fre fess Exlore: 1566 Tronsorner | Headers | Texttiew | Symtaxvew | Inogelien | Fexvew | Webiien | Aun | Coching | Cookes| | [Raw || 350N | w.
B2 2 P Tumnel to - winw.pbnet.roi 43 740 iexplore: 18660 n
HITP: by tfess explore: FTTP/1.1 200 OK 5
i3 20 s ; 52 et plore: 18660 Date: Sat, 24 Mar 2018 09:24:21 G N
3 w0 AP Turnelto www pbnet.r0:443 0 iexplore: 18680 server Ana(he/z 4235° (Dnix) OpendsL/2.0.1e-T1ps mod_bwlimited/1. ¢ mod_rcgid/2.3.9
[EE R rww.pbneto p _10f 52,573 imagefong iexplore: 18660 Tae 0 e cp
wlzs 20 HTTES w.pbret.ro wp-content/plugins p-pols polk-<ss css2ver =2.73.5 2,708 tetfess fexplore: 18680 ache Controi: no-store, no-cache, must-revalidate
(S Tunnel to www.pbnet.ro:443 740 iexplore: 18660 o plnee. rosngex e e
w(® 20 HTPS ww.pbnEL.10 WD hprver=.. 7,051 textfessicharset=UTF-5 jexplore: 19660 set-Cookier PHPSE Siada02s57 a5 scoI0r ey amatasob; patter
. . ; . - whvE 3297942533 5aRSIS36940A1; expires=sat, o3-Nar-2015 0935422 GHT; Max-AGE=1S00; path=/; secure;
Ese 20 Hres yww. pbnet. " = 1,368 image/gif iexplore; 18660 e
© 200 HTPS w.pbnet.ro  fupincludesjsfiaueryfiquery.jstver=1.12.4 97,184 apelcation favasariot fexplore: 18650 Ceepaliv /hm‘_ charsetouTr-s
41 20 HRS Wiww.pbnet.o - wp: [ 580 iexplore: 18660 ength: 3065
T 1.pbneto i e -
e e e sopcatonfavasat o 1650 <ioocTvee nent euavze -//sc//mT oL 1.0 Transtttonal/eN" "ntte: . ua.0ra/ T /xhenls oD et cranste
Ba w0 e Turnelto50.wp.com:443 o fexplore: 18660 <o s co: /w30 41550 xitan T
B 200 HTTPS www. pbnet.ro /wpﬂment/mugms/wvnus/nnus . jsver=2.738 2,994 ‘application favascript iexplore: 18660 <head profile="htcdi//guod.ora/xfA/Ll">
G4 w0 HTPS /Js/m\rv/cm 22,337 ‘appication fiavascript iexplore: 18660 3 charset=uTF-s" />
Es w0 s o fop J i s imagefgif fexplre: 18660
S 20 IS +t hpver=3. 11,295 text/iavascripticharset=-UTF-8 iexplore: 18660
B 0 TR Tunnelto - secure. gravatar.com: 443 0 explore: 18650 Sriciedrancrdess s Y onotdml et ey vbesle g tho Lol ==
S mo s \pbnetia g e 015 apeication favascriot fexplre: 18660 Sink Shorteat con” href- i TR Y A et
G w0 HEs wpbnetro  fupincludes/ffp-embed.min 138 i iexplore: 13850 <rink SEylesnest hrer=itios: [l ghnet.ro /g consens chenes/corgurate Lo/style, o Dypentext/css” ned
Est w0 s Wi, pbret o fupincludes/images/ss.png 08 imagefong {explore: 13660 <1ink alter DerapbT CAE N ST~ t T LTeo PANET S8311; PLoVing THAT Real1sy T5 Chanding A3 reed
- <1ink Slcernate- Hypes 2D 1cation/atonem - Title= BENET 2511l Proving That Realily s Changing acom Fe
Az om0 AR Tumel to stats.wp.com:443 0 iexplore: 18660 <1ink e i e ot
v.poret. applcation avasari iexplore:
| " " o pricaton javasrpt plore 18650 <1ink dns-prefetch® href=!//s0.wp. con' />
#se  o AT Turnelto urs microsoft.com: 443 0 iexplore: 18660 <1ink dns-prereccht hrert//Secure. grava(ar‘ com' >
Zo me s B, o ’ L f— mom | L
Ess 20 s t 2 10/ 52,573 image/ong iexplore: 18660 _npemo] Ur 1 TNECPS: \/A /5w orgh/inagesy /corev/ ene i\ 2. e\/7 2T/
sz 20 HEs ¢ i £ P image/a plore: 13880 'Fun(nnn(a B ineETon (s fvar CoBtETh. P oneharCoe 1 Clearmect oo wideN k- herd
= 5 image/gi fexplore: 15651 —
Ess 200 HS w.pbnet.fo  fwp-content/themes/corporate_10/mages/icon.gif 388 image/gif iexplore: 18660 gy S ype="text/css"s
S5 20 HTPS S0p.com fwp-contentis/devicepxJetpack js?ver=201812 3,175 max-ag... application fx-javascript explore: 18660 HekEedernt il
@60 20 HTRS secure.gravatar.com  [jsfgprofiles.js?ver=2018Maraa 6,803 max-ag... application x-javascript iexplore: 18660 Tine timportant;
I none timporcant;
none. 1 impor cant;
mpor tant;
em' timport

margin: 0 .07em fimportant;

——l —l ——i3 Statistics Inspectors AutoResponder Composer
1 200 HIP localhost:84 /defauit.aspx Tos | —2 il =% | &
2 pr locahost84 fsfiuery-L7.2.55 25 591 | [Headers | Textview | Syntaxview | WebForms | Hexview | Auth |
3 00 HIP locahost:34 fjsfiquery.cyde.js 32,225 | Cookes | Raw | JON | x|
4 200 HTTP localhost:84 /styles/site.css 326 [Header Definitior
5 200 HTTP localhost:84 /styles/sideshow.css 93
6 200 HTTP localhost:84  fis/thidbox.js 11,630
7 200 HTTP

localhost:84  /styles/thickbox.css 4,020

alhost:84

£

; localhost:84  fimage:

Find: [facebook

e e e E N LA O

1 HTT?
3 [~ Options ——————————————————
1‘ 200 ~; Search: IRemestsandrms 'I
s o e
-3 e T T T T |
: [ Matchcase [ Reguler Expression h | Cading | Cookes | Raw | 3N | W |
I~ Search binaries lelected
¥ Decode compressed content
I Search only sefected sessions d Transfer-Encoding
I~ Select matches ¥ Unmark old results
Result Highlight: [relow | e
Encoding
e ]
W | | | € | B21P2 Encoding .

E

Body |

1 Jdefgult.aspx 1,828
372 s _Jry-1.7.2.3s 252,881 |
@ 3 fisfiquery.cyde.js 32,225
34 Jstyles/site.css
3 5 [styles/slideshow.css
@ 6 fis/thickbox.js
3 : [styles/thickbox.css
\ﬂ 8 200 HTTP localhost:84  /images/Flag%20with%20bridge. PG
a 9 200 HTTP localhost:84 /images/Opera%20House2.JPG
d 10 200 HTTP localhost:84 /images, %20from %20bridge %20lookout14.PG
S 11 200 HTTP localhost:84  /images/Zig%20Zag%20Railway12.IPG
ﬂ 12 200 HTTP localhost:84  /images/facebook.png
\ﬂ 13 200 HTTP localhost:84 /images/twitter.png
S 14 200 HTTP localhost:84 fimages/email.png
Q] 15 200 HTTP localhost:84 es/loadingAnimation.gif |
M 200 P localhost:84
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For SharePoint servers, we can also see how much time it took for the request to be
processed by the server:

e Choose your request (e.g., accessing a SharePoint online site collection)

e Select the “Statistics” tab

e Look for the actual performance section.

e See the difference between “ServerGotRequest” and “ServerBeginResponse”

© Progress Teleik Fiddler Web Debugger
File Edit Rules Tools View Help
&8 WinConfig () 43 Replay X~ b Go | Stream [if Decode | Keep: All sessions ~ @ Any Process M Find [l Saove 18 (D @8 Browse ~ Gk Clear Cache [T TextWizard [ Tearoff | MSON Search... &
Resit  Protocol Host URL pody €A | Getstared @ smw.o. Inspectors £
. 1
z o headers
ere

3,581 ¢
84,817 ¢

i Podersawt | g [ Fiters = Timeine.

obnetsharepont.com [ Jayouts/15(sharepont.asox

estimates of download times when hitting servers based in Seattle.

I

actvity.windows.com  fv3/feeds/me/sbatch
actvity.wndows.com  fv3feeds/me/views/4906d64a-430d-6101-eckc fo.

155
2 china (Moden)
ss T 0.455
pbnet.sharepont.com | 196 Elapsed: 11.48s
3 US west Coast (DSL - 30KB/sec)
e i RTT 0.105
Elapsed: 2
pbnet shorepont.com /_layouts/15/Authentcate. aspx?Source = % 2F 29 p
pbnet.sharepont.com /_forms/defauit.aspi?RetumUri=%2f_ayouts %2f. a7 o |7
logn.windows.net [e99667ic-8406-4258-5296-2975 10707 foauth2/... 535 o
ogn e < $4c642 ... 5375 il china
login. com 64253 52 Hjoauthd/. 2565
& Tearn more about WTTP performance at NTTo://fiddlerz,cou/c /IMITPRERE
B2s 20 HIPS 1143
®256 302 HTPS pbnet.sharepont.com  [_forms defautt. aspx 158 ™

{_loyouts/ 15/Authenticate. aspx?Source = %2

Show Chart

3.2 Performing a site review.

How to perform a site review

- Determine the technologies used by the site.
o Response headers: ASP.NET/IIS/Apache/PHP
o Source code (e.g. DIV vs TABLES)

- The quality of the site
o HTTP Status codes (e.g., 404, 500)

- Number of unique domains used.

- 3" party services used (like CDNs or other content providers).
|
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InpELINS i

ER locahost:a4 [default.aspx 1eeq] Y I ‘“|"s |" | IE" l
@ 2 localhost:84 fisfiquery-1.7.2.3s 252,881 ¥

@3 localhost:84  fisfjquery.cyde.js 32,225| Cookies || i | XML |

34 localhost:84  /styles/site.css 326) |GET http: ’Iocall;ost:s:/defau’lt. X H'I"II'P/J..].

r » " [Accept: text/html, application/xhtml+xml, =/=

35 localhost:84  [styles/slideshow.css a3 Accept-Language: mius

36 localhost:84  [styles/thickbox.css 4,020 |x-Download-Initiator: html="doc FEAO win 1990; html document

" A User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.

317 localhost:84 fis/thickbox.js 11,6300, e Cent2Encoding: gzip, deflace Z i

@s fimages/Fla ith%20bridge. PG 24 1 |Host: localhost:84

o - Connection: Keep-Alive

%) w0

(%) 11 20Zag%20Railway 12. JP(

S 12 < K.png

‘c] 13 fimages/twitter.png ‘l | —.l
T PR i Find trl+Enter to highlight al) |[ viewinNotepad
L‘JIS fimages/email.png Transf | " I | I P |
@ 16 loadingAnimation. gif !

SE oy WebView | Auth | Caching | Cookies |[Raw | Json | xm |

HTTP/1.1 200 OK
[Cache-Control: private
Content- text/ht

-

1: charset=utf-8

I 5
X-AspNet-version: 4.0.30319
[X-Powered-By: ASP.NET

Date: Sat, 16 Jun 2012 16:48:58 GMT
Content-Length: 1864

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional/

<htm1 xmins="http://www.w3.0rg/1999/xhtm1"> b
<head>

<script type="text/javascript" src="/js/jquery-1.7.2.j

Opening the response in Notepad we can see more:

<script type="text/javascript" src="/js/jquery.cycle.j

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: text/html; charset=utf-8
Server: Microsoft-IIS/7.5
X-AspNet-Version: 4. 0 30319
X-Powered-By: ASP.N

Date: Sat, 16 Jun 2012 16:48:58 GMT
Content- Length 1864

<htm] xmins="http://www.w3.0rg/1999/xhtm1">
<head>
<script type='text/javascript’

src="/js/jquery-1.7.2.js"></scri
<script type="text/javascript"

src="/js/jquery.cycle.js"></scri

<link href="/styles/site.css" rel="stylesheet" type="text/css"

<script type="text/javascript” src="/js/thickbox.js

></scr1pt>
<link rel="stylesheet" href="/styles/thickbox.css

<script type="text/javascript">
S(funct1on O1
$('.slideshow").cycle({ fx:

</scriﬁt>

'fade' });

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtmll

type="text/css"

I

pt>
pt>

/><1ink href="/styles/s]

/>

Notice the IIS version, ASP Version, and the use of JQuery.

As for the site quality, notice that we have an HTTP 404:
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E:I 1 200 HTTP localhost:84  /default.aspx 1,864
372 200 HTTP localhost:84  fisfiquery-1.7.2.js 252,881
@3 200 HTTP localhost:84 fis/fiquery.cyde.js 32,22
34 200 HTTP localhost:84  [styles/site.css 326
35 200 HTTP localhost:84 [styles/slideshow.css

}6 200 HTTP localhost:84 [styles/thickbox.css

@7 200 HTTP localhost:84 [js/thickbox.js

WE 200 HTTP t:84

Eﬂ" 200 HTTP ]

B0 200 HTTP

») 11 200 HTTP

M2 2200 HTP

B3 200 HTP

AR

@15 200 HTTP

@i 2200 HTP

E] 17 0] HTTP

As for the CDNs/3™ party services used, we can see the use of WordPress (wp.com) and
gravatar.

LRI LT L O T Rt R o}

REQUESTS PER HOS5T

wiww. pbnet.ro: 27

s0.wp.com: 2

Secure.gravatar.com: 2
mobile.pipe.aria.microsoft.com: 1
stats.wp.com: 1
urs.microsoft.com: 1

3.3 Site Performance Evaluation
Performance Evaluation

e Statistics tab
o Request Count
o Bytes Received (aka how big the page is)

1
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Before

Y

ESEIEEEDEEEERBRREWEE]

FRREENRBEEY

200
200
200
200
200
200
200
200
200
200
200

HTTP /default.aspx

HTTP [styles/css?v=8834164767198117801

HTTP [fis/is?v=7689765230802498220 120,655
HTTP Jfimages/Flag%20with%20bridge. PG 52,602
HTTP [styles2/thickbox.css 4,020
HTTP localhost:85 /images/Opera%20House2.JPG 74,049
HTTP localhost:85 fimages/Zig%20Zag%20Railway 12.JPG 50,894
HTTP localt Jfimages/\ 20from%20bridge %20lookout14.JPG 109,948
HTTP localhost:85  /images/loadingAnimation. gif 5,886
HTTP localhost:85 fimages/csg-4c7afa7daagdb.png 6,799
HTTP localhost:85  fimages/favicon.ico 4,286

Sessions List

o Body

= T el T oo D
—LL ®5‘3th I“Inqucml jAuhanonduI ﬁCunposu'I
200 HTTP localhost:84  /default.aspx 1,828 Request Count: 16
200 HTTP localhost:84  fjsfiquery-1.7.2.js 252,881 | Bytes sent: B 6,247 n Eheagers:6,247; body: 0)
£ Bytes Received: 1,482,44 headers:3,983;
200 HTTP localhost:84  fisfiquery.cyde.js 32,225 body: 1,478, 458) ¥ 2 = X
200 HTTP localhost:84  fstyles/site.css 326
20 HTP locat fstyles/slideshow.css QTN SERORANCE
200 HTTP localhost:84  fjs/thickbox. 11,630 [ Requests started at: 12:04:43.571
s i s = Responses completed at: 12:04:43.956
200 HTTP localhost:84  /styles/thickbox.css 4,020 Sequence (clock) duration: 00:00:00.3840220
200 HTTP localhost:84  fimages/Flag%20with%20bridge. PG 248,091 [ Aggregate session duration: 00:00:00.401
DNS Lookup time: 2ms
200 HTTP localhost:84 fimages/Opera%20House2. PG 301,627 £
200 HTTP localhost:84 fimages/Zig%20Zag%20Railway 12. PG BRI RESPONSE CODES
200 HTTP localh fimages/View' %20bridge %20lookout14.JPG 363,315 HTTP/200: 16
tocalt . eacahook
200 png 1852 | pesponse BYTES (by Content-Type)
200 HTTP localhost:84  fimages/email.png - —————————— . i
o image/jpeg: 1,160,621
200 TTE localhost:84  fmages/twitter.png 1,803 application/x-javascript: 296,736
200 TP localh s 2 N i 5,886 image/gif:
AT image/png: :
200 HTTP localhost:84  /favicon.ico 4,286 text/css: 4.439
e T e () statistcs | % Inspectors | # AutoResponder | [ Composer |
" P i
1 200 HTTP localhost:84  /default.aspx 1,828 Request Count: 13
2 200 HTTP localhost:84  fisfiquery-1.7.2.js 252,881 Bytes sent: 4,775 (headers:4,775; body:0)
3 200 HTTP localhost:84  fisfiquery.cyde.js 32,225 gg;;fégfgé;?d' m (headers: 3,030;
4 200 HTTP localhost:84  /styles/site.css 326
5 200 HTTP localhost:84  /styles/slideshow.css 93 ET‘_"&E_EEEE?}TAME
6 200 HTTP localhost:84  fjs/thickbox.js 11,630 Requests started at: 12:04:48.417
Gy Responses completed at: 12:04:49.136
7 HTTP [styles/thickbox.css 4020 | sequence (clock) duration: 00:00:00.7190411
8 HTTP 20with Aggregate Session duration: 00:00:00.691
HTTP RESPONSE CODES
- et HTTP/200: 11
HTTP ut14.JPG

RESPONSE BYTES (by Content-Type)

image/jpeg: 287,493

text/javascript: 120,655
image/png: 6,799
image/gif: 5,886
text/css: 4,737
image/x-icon: 4,286
~headers~: 3,030
text/html: 2,011

ESTIMATED WORLDWIDE PERFORMANCE

The following are VERY rough estimates of download times
when hitting servers based in WA, USA.
US west Coast (Modem - 6KB/sec)

RTT: 1.10s

Elapsed: 74.10s

Japan / Northern Europe (Modem)
RTT: 1.65s

Elapsed: 74.655
China (Modem)

RTT: 4.95s

Elapsed: 77.95s

US West Coast (DSL - 30KB/sec)
RTT: 1.10s
Elapsed: 15.10s

Japan / Northern Europe (DSL)

o Caching (is it cached or not — e.g., HTTP 304)

o Consolidation

Inspectors

o Compression (see gzip)

o Minification (CSS/JavaScript whitepages removed)
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localhost:85
localhost:85
localhos!
lof
localhost:85
lo

EEELLEL LS BEEE ) ]

e Timeline

J_nesw ) rivwoe ) 1Sy wne 1 ot A T o T T L Ll 4 =
200 HTTP localhost:84  /default.aspx 1,828 private text/html; ch
200 HTTP localhost:84 jquery-1.7.2.js 252,881 application/
200 HTTP localhost:84  fisfiquery.cyde.js 32,22 application/
200 HTTP localhost:84  /styles/site.css 326 text/css
200 HTTP localhost:84  [styles/slideshow.css 93 text/css
200 HTTP localhost:84  fjs/thickbox.js 11,630 application />

HTTP localhost:84  [styles/thickbox.css text/css
HTTP localhos!

J/default.aspx 2,011

private
[styles/css?v=8834164767198117801 717 public ...
98220 public ..

fis/is?v=7689765230802 120,655

/styles2/thickbox.css

o Filters (e.g. Heat Maps)

@ Statistics ?%% Inspectors
UseFilters
Hosts
- Mo Zone Filter - v
Show only the following Hosts

localhost: 10236

Client Process

[] show only traffic from

[[] show only Internet Explorer traffic
Request Headers

[] shaw only if URL contains

[] Hide if URL contains

[[] Flag requests with header

[[] Delete request header

[] Set request header

Breakpoints

[[] Break request on POST
[[] Break on XMLHttpRequest
[] Break response on Content-Type

Response Status Code

4 AutoRespander | # Composer | |¥| Filters | 5] Log | = Timeline

[ Hide trafficfrom Service Host

[[] Break request on GET with query string

[] Hide success (2o [ Hide non-2i
[] Hide redirects (300,301,302,303,307)

Response Type and Size

Show all Content-Types v
[] Hide smaller than 1 KB
[] Hide lzrger than 1 s KB

Response Headers
[] Flagresponsesthat setcookies
[[] Flag responses with header

[] Deleteresponse header

[] Hide Authentication demands (401,407)
[] Hide Not Modified (304)

[[] Time HeatMap [ ] Block scriptfiles
[] Blockimagefiles
[] Block SWF files
[] Black CS5 files

e Always have a before and after file saved!

text/html; cif
text/css; chi

3] Fidderscript | [] Fiters | =] Log | ™ Timeline |
& statistics i3 Inspectors

IHeadevs | Textview ‘ SyntaxView | Wd)Fntms‘

HexView | Auth | Cookies | Raw | Json |

[Raw] [Header Definitions]
%20bridge JPG HTTP/1.1
-
Accept: image/png, image/svg+xml, image/*;q=0.8, */*
Accept-Encoding: gzip, deflate
Accept-Language: en-US
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows

Miscellaneous
-
»

| Referer: htm://localhost:84/d|efault.aspx

4

Transfnrme‘Headers|TexMew[Synmenew|
ImageView | HexView | WebView | Auth | Caching |
Cookies |[Raw | 35ON | x|

HTTP/1.1 200 OK

[Content-Type: image/jpeg

Last-Modified: wed, 03 Aug 2011 01:18:46 GV
Accept-Ranges: bytes

ETag: "09f854a7b5icci:0"

Server: Microsoft-IIS/7.5

X-Powered-By: ASP.NET

Date: Sat, 16 Jun 2012 17:04:43 GMT
Content-Length: 248091

¢4e44- JFIFe 44000000 SEXTTOOMMO =000 ¢
A O T

=== FIDDLER: RawDisplay truncated at 128 ch:
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3.4 Modifying a request.
How to modify a request

You can modify a request and send it to the server.
You can change:

e User agents

e Security-related settings
e Language requested

e Compression

) Galery | 3] Fddersaipt | [(Jriters | [ltog | = Timeline
@) statistcs | i% Inspectors |  # AutoResponder 4 Composer

Use this pageto compose a HTTP Request. You can clone a prior request by

dragging and droppinga session from the Web Sessions list.

Parsed |Raw | Options |

IGET ﬂlhttp://www.exanple.oom/ IH'ITP/ 1:1 3
Request Headers [ Upload file...] Help...
User-Agent: Fiddler ZI

1
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Use this pageto compose a HTTP Request. You can clone a prior request by
dragging and dropping a session from the Web Sessionslist.

Parsed lRaw | options |

IPOS‘I’ ;] Ihth)://localhost:sélcomposer.aspx IH‘I’TP/ 1.1 :I
Request Headers [Upload file...] Help...
Accept: text/html, application/xhtml+xml, =/* _T__|
Referer: http://localhost:86 /composer.aspx

Accept-Language: en-US

X-Download-Initiator: html="doc B6A0 win ES00; html document user dick™
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6. 1; WOW64; Trident/5.0
Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Content-Length: 241

Host: localhost:86

Pragma: no-cache

«| | 2
Request Body

__EVENTTARGET=&__EVENTARGUMENT =8&__ VIEWSTATE =%2FWEPDWUKLTM4MTY 10 ZI

3.5 HTTPS Decryption

HTTPS Decryption

Fiddler acts as a “man in the middle” and presents its own SSL certificate to the browser. It

decrypts the traffic, captures, opens a connection to the remote server and re-encrypts the
traffic using that server’s certificate.

You turn it on: Fiddler Options - HTTPS - Decrypt HTTPS Traffic:
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Options n
General HTTPS  Connections Gateway Appearance Scripting  Extensions  Performance  Tools

Fiddler can decrypt HTTPS sessions by re-signing traffic using self-generated certificates.
[7] Capture HTTPS CONNECTS [EActions

[ Decrypt HTTPS traffic

| ...from &ll processes ~ | Certificates generated by CertEnroll engine

[] 1gnore server certificate errars (unsafe)

[ Check for certificate revocation
Pratocols: <dient>; ssl3;tls 1.0

Skip decryption forthefollowing hosts:

Help Mote: Changes may not take effect until Fiddleris restarted. | Ok | | Cancel |

Don't forget to install this certificate, otherwise, fiddler won't be able to decrypt the traffic:

Fiddler Optig x|
curity Warning ) ‘5]
Fiddlerisa e.
You are about to install a certificate from a certification authority
[ Captuni (CA) daiming to represent:
DO_NOT_TRUST_FiddlerRoot
¥ Dea rrors...
Windows cannot validate that the certificate is actually from -
I...from "DO_NOT_TRUST _FiddlerRoot". You should confirm its origin by
contacting "DO_NOT_TRUST _FiddlerRoot", The following number
™ Ignc will assist you in this process:
skip de¢ Thumbprint (sha1): 79351E66 404A97A7 BDEJAO0S 82C0AESA
37D3EB42 f—
Warning:
If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you dick "Yes" you
Expt acknowledge this risk.
Do you want to install this certificate?
Help N |

ﬂ

You can see the SSL connection is established:
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CONNECT pbnet.ro:443 HTTP/1.1

Host: pbnet.ro:443

connection: keep-alive

User-agent: Mozilla/s5.0 (Windows NT 10.0; Wine4;

A S55Lwv3-compatible ClientHello handshake was found.

version: 3.3 (TLS/1.2)

"Time": 9/26,/2048 2:44:11 PM
SessionID: 92 96 15 4A D6 74 7D 9F BC BB 78 9D 74 19 10 AS F8 86 BA 3A A6
Extensions:

Ooxlala empty

renegotiation_info 00
server_name phnet.ro

Fiddler extracted the parameters below.

X64) ApplewebKit/537.36 (KHTML, 1ike Gecko) Chrome,/65.0.3325.11

rRandom: OB 06 1A 94 AS 40 OF FB ED 5B AC 0A BS FO 12 1F 9D FF 33 E1 4F 2E 90 95 DB 10 38 FF 93 9A 30 138

85 9D F5 6D &C DO 7D 09 BF 132 &2

extended_master_secret empty 5
£ >
Find... (press Ctrl+Enter to highlight all) || Viewin Notepad |

Transformer Headers | TextView SyntaxView ImageView HexView WebView | Auth | Caching Cookies | | Raw | JSON | XML

HTTP/1.1 200 Connection Established
FiddlerGateway: Direct

StartTime: 12:12:36.7588
Connection: close

Encrypted HTTPS traffic flows through this CONNECT tunnel.

Secure Protocol: Tlslz

Cipher: Aes256 256bits

Hash Aalgorithm: sha3s4 7hits

Key Exchange: ECDHE_RSA (0Oxaed&) 256bits

== Server Certificate
[Subject]
Ch=pbnet.ro

[Issuer]
ChN=Let"'s Encrypt Authority X3, O=Let's Encrypt, C=US

[Serial Number]
0371890E7SDE9AZAZ365E2B299F 79267 9B79

[Not Before]
2/28/2018 3:15:14 AM

[Not after]
5,/29/2018 4:15:14 AM

[Thumbprint]
DZD54DD37EDAZ3IC4C052ECS86C 8DEDFBAD 36292

[SubjectAltNames]

cpanel.pbnet.ro, mail.pbnet.ro, pbnet.ro, webdisk.pbnet.ro, webmail.pbnet.

ro, Waw.

HTTPS Decryption is enabled in Fiddler,

bnet.ro

so decrypted se

Note: When you uninstall fiddler from a machine, be sure to also remove the Fiddler SSL

Certificates from the personal store of the current user.

e Run certmgr.msc

e Go to the Personal store for the current user and remove the certificates issued by

“DO_NOT_TRUST _FiddlerRoot”

File Action

ites - Current User\Personal\Certif|

View  Help

e nF a6 HE

(¥ Certificates - Current User

Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Tem.

v [ personal 251" activitywindows.com DO_NOT TRUST FiddlerRoot 773/203 Server Authenticati..  <None>
= #u;f:;t::jfzmmm l 21" adobe.com DO_NOT_TRUST_FiddlerRoot 8/11/2023 Server Authenticati..  <Nones
£ Enterprise Fust 2;]".skamaiodsp.cdn.officenet  DO_NOT_TRUST FiddlerRoot 7/28/2023 Server Authenticati... <None>
| mtermedinte Centfication Au|| A 2kamaihd.net DO_NOT_TRUST FiddlerRoot 772872023 Server Authenticati... <None>
) Active Directory User Object || Cal" akamaizednet DO_NOT_TRUST FiddlerRoot 772872023 Server Authenticati... <Nones
9 Trusted Publishers Z5l.asm.skype.com DO_NOT_TRUST FiddlerRoot 8/11/2023 Server Authenticati... <None>
1 Untrusted Certficates Z;1".aws.adobess.com DO_NOT_TRUST FiddlerRoot 77282023 Server Authenticati... <None>
1 Third-Party Root Certficatior|| Lal"azure.com DO_NOT_TRUST FiddlerRoot 9/2/2023 Server Authenticati... <None>
] Thusted People 21 basedadecode.org DO_NOT_TRUST FiddlerRoot 872412023 Server Authenticati... <Nones
] Client Authentication lssuers|| Zsl*.bing.com DO_NOT_TRUST FiddlerRoot 7/28/2023 Server Authenticati... <None>
[ Other People 21" blob.corewindows.net DO_NOT_TRUST FiddlerRoot 8/11/2023 Server Authenticati... <None>
] Local NonRemevable Certific | Z31".cdn.fuseplatform.net DO_NOT_TRUST FiddlerRoot 872412023 Server Authenticati... <Nones
] MSiEHistorylournal Fl.cdn.officenet DO_NOT_TRUST FiddlerRoot 7/28/2023 Server Authenticati... <None>
(] Certificate Enrollment Requet| 21" data.microsoft.com DO_NOT_TRUST FiddlerRoot 773/2023 Server Authenticati... <None>
(] Smart Card Trusted Roots 1" detve.office.com DO_NOT_TRUST_FiddlerRoot 7/28/2023 Server Authenticati.. <None>
251" devvirtuslearth.net DO_NOT_TRUST FiddlerRoot 7/28/2023 Server Authenticati... <Nones

21" diagnostics.office.com DO_NOT_TRUST FiddlerRoot 7/28/2023 Server Authenticati... <None>

21 doubleclick.net DO_NOT_TRUST FiddlerRoot 8/20/2023 Server Authenticati... <None>

2l.edge.skype.com DO_NOT_TRUST FiddlerRoot 772872023 Server Authenticati... <Nones
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3.6 Common HTTP Responses

|_Resuilt | Protocal | Host | URL
) 401 HTTP localhost:86  /defauit.htm
401 HTTP localhost:86  /default.htm
200 HTTP localhost:86  /default.htm

w N

@r\—#

# Result [ Protocol | Host [ URL
1 HTTP localhost:86  /default.htm

401
401 HTTP localhost:86  [defauit.htm
ICE! 200 HTTP localhost:86  /default.htm

Common HTTP Responses

Windows Authentication

"
®smstu %lmpednrs | v der | #a

Headers | TextView | SyntaxView | WebForms | Hexview | Auth | Cookies |

[raw | 3soN | x|

GET http://localhost:86/default.htm HTTP/1.1

Accept: text/html, application/xhtml+xml, =/=

Accept-Language: en-uUS

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; windows NT 6.1; WO

]

| 4 T * e s e T I T DRt
6,

| |

+Enter to highlight all I Viewin Notepad I
Transformer | Headers | | | | HexvView \
WebView | Auth | Caching | Cookies |[Raw | JsON | xm. |
HTTP/1.1 401 Unauthorized =

[Cache-Control: private

[Content-Type: text/htm], charset=utf-8
Server: Microsoft-IIS/7

www-Authenticate: Negohate
www-Authenticate: NTLM

X-Powered-By: ASP.NET

Date: Thu, 31 May 2012 00:12:12 GMT
[Content-Length: 6270

Proxy-Support: Session-Based-Authentication

1Z) auery I | rooerdUipt 1 L) rmers I =1 wg |7:|m I
@) statistics iR | # der | 4 composer |
Headers | TextView | SyntaxView | WebForms | Hexview | Auth | Cookies |

[raw | 350N | x|

GET http://localhost:86/default.htm HTTP/1.1

Accept: text/html, application/xhtml+xml, =/=

Accept-Language: en-uUs

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; windows NT 6.1; WO
[Accept-Encoding: gz\p, deflate

[Connection: Keep-Alive

Host: localhost:86
Authorization: Negotiate [HI

< | I

Find [ viewinNotepad |

Trmsfonner|Headus| | | |Hexview‘
WebView | Auth | Caching | Cookies |[Raw | JSON | xm |

HTTP/1.1 401 Unauthorized

Content-Type: text/html; charset=us-ascii

Server: Microsoft-HTTPAPI/2.0

www-Authenticate: Negotiate TIRMTVNTUAACAAAAEQASADgAAAAVgoOri+yFbd
[Date: Thu, 31 May 2012 00:12:18 GMT

Content-Length: 341

Proxy-support: Session-Based-Authentication

<!DOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.01//EN""http://www.w3.0
<HTML><HEAD><TITLE>NOt Authorized</TITLE>

<META HTTP-EQUIV="Content-Type" Content="text/html; charset=us-as
<BODY><h2>Not Authorized</h2>

<hr><p>HTTP Error 401. The requested resource requires user authe
</BODY></HTML>
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‘i—— [ Gallery | 3] FiddlerScript | | ] Fiters | [l Log | == Timeline
= Result | Protocol | Host | URL I d = i =
B1 401 HTTP localhost:86  [default.htm 6, m I ’ l Ljr
22 401 HTTP localhost:86 /defauit.htm Headers | Textview | SyntaxView | WebForms | HexView | Auth | Cookies i

3 200 HTTP localhost:86  /defauit.htm [Raw | 30N | x|

GET http://localhost:86/default.htm HTTP/1.1

Accept: text/html, application/xhtml+xml, =/=

Accept-Language: en-US

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WO

Accept-Encoding: gzip, deflate
Kee) ve

[Connectio

< | 1|

Find... (press Ctrl+Enter to highlight all) [ viewinnotepad |

Transformer | Headers | TextView | SyntaxView | ImageView |
WebView | Auth | Caching | Cookies |[Raw | JsON | xmL |

HTTP/1.1 200 OK

[Content-Type: text/html

Last-Modified: Thu, 31 May 2012 00:11:55 GMT
Accept-Ranges: bytes

ETag: "72abdefcci3ecdi:0"

server: Microsoft-IIS/7.5

Persistent-Auth: true

X-Powered-By: ASP.NET

Date: Thu, 31 May 2012 00:12:18 GMT
[Content-Length: 246

<!DOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Transitional//EN" "h
<html xmins="http://www.w3.0rg/1999/xhtml">
<head>
<title>Home Page</title>
</head>
<body>

</body>
</html>
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SharePoint Online Authentication cookie

@ Clear Cache T TextWizard | [ Tearoff = MSDN Search.. (@ @ Online X

GetStarted (1) Statistics i nspectors 4 AutoResponder [ # Composer [F8 Fiddler Orchestra Beta U5z FiddierScript £ Log [ Filters = Timeline
Headers | Textview ‘ SyntaxView | WebFarms ‘ HexView | Auth | Cookies | Raw | JSOM ‘ XML |

GET https://pbnet.sharepoint.com/ _layouts/15/1033/styles /Themable/searchvls. css?rev=6PYVQboR j8DYFEdIFZL 1e0%3D%3DTAGLLI66 HTTP/1.1
Host: pbnet.sharepoint.com

Connectiol keep-alive

sec-ch-ua: NOT;A Brand";wv="99", "Microsoft Edge";w="91", "Chromium";v="91"

sec-ch-ua-mobile: »0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) Applewebkit/537.36 (KHTML, like Gecko) Chrome,/91.0.4472.101 Safari/537.36 Edg/91.0.864.48
Accept: text/css,*/*;g=0.1

Ssec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://pbnet.sharepoint.com/sites/testl

Accept-Encoding: gzip, deflate, br

< >
Find... {press Ctrl+Enter to highlight al) [ viewinnotepad |
Transformer ‘ Headers | Textview ‘ SyntaxView ImageView HexView WebView ‘ Auth | Caching Cookies ‘ Raw | JSOM ‘ XML |

HTTP/1.1 200 OK A

Cache-Control: max-age=31536000
Content-Length: 57172

Content-Type: text/css

Last-Modifie wed, 16 Jun 2021 03:51:32 GMT

Accept-Ranges: bytes

ETag: "0faees6262d71:0"

vary: Accept-Encoding

P3P: CP="ALL IND DSP COR ADM CONO CUR CUS0 IVAD IVDO PSA PSD TAI TELO OUR SAMO CNT COM INT MAV ONL PHY PRE PUR UNI™

Set-Cook1i rtFa=cvMh2eZhz HmDcdENBL 2R 9+5b40XEO+HVTTFBQOWISy4mR TKSNJ ¥ 3R KMEODRENT O0OM JU4L UTyNDYtM ] k3NTFDR JASMDAGDMocprPgULS n4wGws X t8gPpiZNTsMpXalihrxigmmx
Set-Cookie: FedAuth=77u/PD34bwwgdmvyc2]vbj0iMSawIiB]1bmNvZG1uZz0ddXRmLTg Pz 48ULA+V ] EwLDBOLMZ BWVLYmVyC2hpc HWXMDAZMD AWMDhmMG 11 ¥ § k0QGXpdmULY2 9tLD A LmZ Sbwv
X-Powered-By: ASP.NET

MicrosoftsharepointTeamservices: 16.0.0.21402

X-Content-Type-Options: nosniff

X-MS-InvokeaApp: 1; RequireReadonly

X-Cache: CONFIG_NOCACHE

X-MSEdge-Ref: Ref A: O5BABGADCF1344258CF00015038A0213 Ref B: BUHOLEDGEO315 Ref C: 2021-06-17T09:10:252

Date: Thu, 17 Jun 2021 03:10:25 GMT

f* _cid="1033"
_LocalBinding */

.ms-wPBorder {
border:0;

.54-wpTopTable{
border:0;
}

.qb-div-refiner{
clear:both;
height: 65%;

idden;
uto;

.qb-div-collapse

width: 95%;
¥

. qb-dropdown{

background-image: url(/_layouts/images /menu-down.gif);padding-right:10px;
background-repeat:no-repeat;

background-position:right center;

display:block;

cursor:ipointer;

¥

.gb-info hd
€ >
il Find... {press Ctrl+Enter to highlight all} I Viewin Notepad I

ORjBDYFEdIfzLleQ%3D%3DTAG 1166

You can use a tool like the Base64 decoder: Base64 Decode and Encode - Online and decrypt the
cookie:
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https://www.base64decode.org/

[ S eee—— ey e |
Decode from Base64 format

Simply enter your data then push the decode button.

Cookie: tFa=cvMh2eZhzHmDcdEnBt2RS+sb4oxEO+HvTTFBglw95y4mRTkEN]Y 3RKMtODRENI0 0MjU4LUIyNDYtMjk3NTFDRjA3MDdGDMocprPg
ULSndwGwsxtBgP piZNfsMpXalihrl gmmx7hXyMwjcaVAzEKCukMIY MONkGRs2o0ul/tHJBRgidG QvP qSewwHZB3bDDHLT Ae1xTcaxalh55N7 Ugrw
QuvyDPssZt2 OCYMFNvSImyv00NOOill2ulndrA8pCPTqcHJubVBENhaJDOSpLiZ9mNV/Shab+X/EzOCUeZitPDbYwEcFN5q60r0UQer0ekRxhyhnGvoy
Uh4b6pkdsDxisvqKiu2 TwXRp3bizXuilvpCsUxqT2PQz/J5hq9bsEGESY goDriZty StAIZ077 CXThAKD+AhORGHemglmjNAkkSTsfFbgXkUAAAA=; F
edAuth=T7u/PD94b\WwgdmVyc2ivbj0iM SdwliBIbmNvZ GluZz0idXRmLTgiPz48U1A+VJEwLDBoLmZ8bWVtY mVyc2hpcHwxMDAzMDAWMDhmMGJi
Yjk0QGxpdmUuY29tLDAJLMmZBbWVEY mVyc2hpcHxhbmRyZWIAcmFjaGI0Y S5uZXQsMTMyNjY 5SMzUy ODMwMDAwMD AwLDEzMjQ30DMwMDEx
MDAWMDAWMCwxMzI 20 DgyNjMwMjl 3MMOODUs ODYuMTIzLJE4Nidy OSw2NyxIOTk2NjdmYy04NGQ2LTQyNTgtYjIONiDy O Tc TMWNmMDcwN2Ys
LDQwYzY5ZmNILWU4OTHNDAZYy0SNM2LWVmMYmUZ2Y mZhM2FjZ SwiNGI2ZDI5Zi0xMGIwLWMwMDAIM2YwNCOyN2Y2ZNTk 1MDI0ZjAsNDRINm
QyOWYtMTBIMC 1jMDAWLTNmMDQtMjdmNjUSNTAYNGYwLCwwLDEzM]Y 4AND gwiNzAyMjl 1 NDUONCwxMzI20DY 1MzUwMjlyNTQ1NDQsLCxleUo
0YIhOZIky TWIPaUpiWENKRFVERmNJbDBp TENKNGJYTmZjM050SWpvalU1TS{ksMjY 1IMDQ2Nzc0Mzk5OTk5OTK50OSwxMzI20DM5NDMwM TAw
MDAWMDAsZjdmMjVmMzktZWVjNIDOMDMSLT gzZjY tZ TAzNzBhY 2VkYzc5LCwsLCws TIVTZ001b0tPe Cs0ZWRhelJPY 0 1xVORF TytPNBj Y INZQW5w
NHNxUDFJTFRNZ1ZVTmpaY StMQOFGeEVUd2t5ZytMbXpSeEhY Sjc2cFphN2YzejlmMTICOFpRK2ZN3all5ZEhDbUSuNDJVMSSR enRnTEQ2ZXpPY

s

© For encoded binaries (like images, documents, etc.) use the file upload form a little further down on this page.
UTF-3 w  Source character set.
Decode each line separately (useful for when you have multiple entries).

@ Live mode OFF Decodes in real-time as you type or paste (supports only the UTF-8 character set).

L] ololn VA Decodes your data into the area below.

pmO~(COOD4rdScetd25DChC#S##Ch#sST4c0s 0t k>00~00010&M~)lbuid30iP30 0]
di3GST ${0dT10pPOTHRE>0C MM

#kD&0Z$3cUZo03QbeO00jQO DOkHxod)Dav{BLiOcy[A(DY/4OD

0190zh03@D[PWIa<2xml version="1.0" encoding="utf-8"?><SP>V10,0h fimembership| 100300008f0bbb94@live com|J# fimembershiplandrei@ral
[ERitanet}132669352830000000,132478300 110000000, 132688263022723485,86.123.186.29 67,9966 7fc-84d6-4258-b246-29751cf0T 0 7., A0c69fc
b-e892-403c-9636-efbebbfa3ace, 44b6d29f-10b0-c000-3f04-27f6595024f0,44b6d29F-10b0-c000-3f04-277659502410,,0,132684807022254544, 13268
6535022254544, eyJAbXNFY2MiOiJbXCJDUDFclI0iLCJ4bXNfc3NijoiMSJ9 26504677 43999999999, 132683943010000000,77125f39-02c6-4039-83f
6-20370acedc79,,,., NUSgJ50KOx+4adarROcMgWHEQ+060chSYAnp4sgP1ILTMgVUN|Za+L CAFXE Twkyg+LmzRxHXJ76pZaT7f329f19B8ZQ+ cwijY
ydHCmOn42U1/QrtigLlHEez OarZ4arClxgSWypghS9X0JgWLe CGHagxi1fgtvMQEFUNOGPate TsNGbt+EAD1DZY Wsriy KBWvber2 3155 jy Rd0+yiZBlve+
cMMNba+hsP0pKscg2Z8mv3FIXEIKCthwHBEY1VUJPIBTSg3bf+ZxC2yTvRK2NCCTO7TNUzeHrA3KbgEWuSunVROKBO 1wwCEGIe2Q 1HE/B3hclfixdn
SIKz84zpUBQlloVEiR6w==</$P>0Z OkMXm?zlj)r+ " @WyB{<wEHE\ N*OsO0-9WIOMG

gm*{ SM+ZI0

Decode files from Base64 format
Select a file to upload and process, then you can download the decoded result.

Notice that you are able to see the user who authenticated against the SharePoint site.

1
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3.7 The Fiddler Autoresponder
Fiddler Autoresponder

Being a proxy, Fiddler can return information without actually contacting the web server.

Notice how I'm redirecting the traffic.

(D) statistics L4 Inspectors  F AutoResponder & Composer [T Fiddler OrchestraBeta gy Fiddierscript =] Log [ Fiters ™= Timeline

Fiddler can return previously generated responses instead of using the network.

Help
Enable rules Unmatched requests passthrough Enable Latency

Add Rule Import...

Ifrequest matches. .. then respond with... Latency

EXACT:https: //www.pbnet.ro/ http: ffwww.example.com 1583
Rule Editar
‘EXACT:htms:waw‘DhnEt.m[ vl Test.. [ save |
[ttp: v example. com | [ match only once
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And the result

1
&« C | & Secure | httpsy//www.pbnet.ro

B! Apps Yo Bookmarks

Example Domain

This domain is established to be used for illustrative examples in documents. You
may use this domain in examples without prior coordination or asking for permission

More information

Instead of the original content:

&< C | 8 Secure | https//www.pbnet.ro
Apps s Bookmarks

PhoeNIXBird

ing That Reality Is

HOME TECH TOOLS IPV6 STREAMING ABOUT INMARSAT

Welcome Neowin
Welcome, dear visitor, fo our website! Elon Musk deletes Space
Before discussing the content of this website, let us first briefly introduce ourselves: we were founded in 1992 and Facebook pages in Twitt
started with Zilog Z80 machines. In 1996 we connected to the global FidoNet and in 1997 we became a presence Apple to introduce new It
on the Internet. In 2001 we started being involved in servers and VoIP deployments. education focus, say sou
We were listed on Who's Who on The Intemet and received the Golden Web Awards in 2004. Pay What You Want for ti
From 2009 to 2017 we are an official partner of 3CX (builder of Windows and Linux-based software PBXS). Now Photography Bundie
we moved o Asterisk-based embedded PEX-es Dell Friends and Family !
We hope you'll find interesting information on our site and that our site will become a place you'll enjoy visiting | off Laptops and Deskiop!
Windows 10 build 17127
The PBNET Team Slow ring
Recent Posts Articles Archive Android Central
[ [SPS 2013] Export Installed Apps using Articles Archive Select Month v The OnePlus 5T is no lor
PowerShell America, making way for
@ [I1S] Get IS Bindings Planet Gemini PDA Revi
B [SPS52013] Get a list of installed Apps big ideas
[SPS2013] List Deployed Solutions Participate in the Androic
B [SPS2013) Get a list of MySites created X days you could win & PlayStat
ago In theory, this new Atari ¢
awesome

Best T-Mobile Deals of M

2013 PENET — PROVING THAT REALITY IS CHANGING

1
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3.8 Fiddler used to capture traffic from phones, tablets, or other platforms.

Capture Traffic from phones, tablets, or other platforms

e You can set up Fiddler as a reverse proxy.

o Run Fiddler on a Windows machine with the default port 8888 (you might also
have to enable that port in the firewall)

o Set Fiddler: Tools - Fiddler Options - Connections > Allow remote
computers to connect.
Determine the IP of the Windows machine (ipconfig /all)
Determine any rules (Rules > Customize Rules)

= Map incoming IP address to the original web server (local or remote)

FiddlerOptions_____________ £
General | HTTPS | Extensions Connections |Appearance |

Fiddler can debug traffic from any application that accepts a HTTP Proxy. All WinINET traffic is routed
through Fiddler when "File > Capture Traffic" is checked.

Learn more...

Fiddlerlistenson port: |8888 WinINET Connections

Copy Browser Proxy Configuration URL IV Act as system proxy on startup

[V Monitor all connections [T Use PAC Script

[T Capture FTP requests 7l Defa
[V Allow remote computers to COEG
[V Reuse client connections
V' Reuse connections to servers IE should bypass Fiddler for URLs that start with:
[V Chain to upstream gateway proxy <4oopback>; Z'
Show Gateway Info
Help Note: Changes may not take effect until Fiddleris restarted. 0K I Cancel l

Link—-local IPv6 Address . . . . . feB8A::fAc?2:3707:h424:e5c2220
IPv4 Address. . . N1 92.168.1.108

Subnet Mask . . - — 5 2959.295.255.9
Default Gateway a . 192.168.1 .1

1
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t|R|les Tools View Help ContentBlock

ley Hide Image Requests e | Keep: 4
Hide CONNECTs

' Automatic Breakpoints » jt| URL

Require Proxy Authentication
Apply GZIP Encoding
Remove All Encodings

Hide 304s

Request Japanese Content
User-Agents »
Performance >
Make JavaScript Pretty

i Fiddler2 Scriptkditor ‘Jﬂ_)g
File Edit Go Insert View Help

fimport System; —]
import System.windows.Forms; =
_import Fiddler;

Click on a method for information.

FiddlerObject
FiddlerApplication
FiddlerApplication. Ul
CONFIG

Utilties

Session

; HTTPRequestHeaders
http: //www.fiddler2.com/redir/?id=Ffiddlerscripteditor HTTPResponseHeaders

http: //www.fiddler2. com/redir/?id=msdnisnet

http: //www.fiddler2.com/redir/?id=fiddlerscriptcookbook -

-iclass Handlers
{

S http: //www.fiddler2.com/fiddler /help/confi g‘ureco1u‘mns .asp

public static RulesOption("Hide 304s")
var m_Hide304s: boolean = false;

public static RulesOption("Request &lJapanese Content")
var m_Japanese: boolean = false;

Rulesstring(“&user-Agents”, true)
Rulesstringvalue(o "hetscape &3", "Mozilla/3.0 (win9s; I)™)

Rulesstringvalue &IEMobile”, “Mozilla/4.0 (compatible; MSIE 6.0; windows CE; IEMobile 6.12)"
Rulesstringvalue "&safari (xF) Mozﬂ‘la,s 0 (windows; U; windows NT 5.2; en-uUs) App'lewebm

531.¢

Rulesstringvalue I1E &6 (XPSFZ)". “"Mozilla/4.0 (compatible; MSIE 6.0; wWindows NT 5.1; Svi)"
Rulesstringvalue 'IE &7 (vista)" "Mozﬂla 4.0 (compatible; MSIE 7.0; windows NT 6.0; SLCC1)™)
Rulesstringvalue(s,"IE &8 (mnzka xe4) "Mozilla/4.0 (compatible; MSIE 8.0; Windows hT 5.2; WOW64; 1
Rulesstringvalue(s,"IE 8 (Win7)" "Mozil1a/4.0 (compatible; MSIE 8.0; windows NT 6.1; Trident/4.0)"
Rulesstringvalue "IE 8 (IE7 CO’npatMode) "Mozill1a/4.0 (compatible; MSIE 7.0; windows NT 5. Tridf
Rulesstringvalue(s,"&pera 10", “Opera;’Q.BD (windows NT 5.2; U; en) Presto,‘z.z.ls version/10.00")
Rulesstringvalue(9,"&Firefox 2", "MDZ1113!‘S.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.10) Gecko,
Rulesstringvalue(10,"&Firefox 3.5" Mozﬂ’la 5.0 (windows; U; wWindows NT 5.2; en-US; rv:1.9.1.3) Geck
Rulesstringvalue(10,"&Firefox (Mac) "M0zi11a/5.0 (Macintosh; U; Intel Mac OS X 10.6; en-US; rvil.9.
Rulesstringvalue( “"Chrome"™, “"Moz 13/5 0 (windows; U; windows NT 5.2; en-US) ApplewebKit/532.0 (KH1

Rulesstringvalue "&Custom. . ." HCUSTOMSS™)
public static var sUA: srring = null;

1
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i Fiddler2 ScriptEditor
File Edit Go Insert View Help

static function onattach(){ g

static function (oSession: Session)
T

L

if {oséésjbnihosf:t'owaérCaéé:,_; == "192.168.1.107:8888") 0Session.host = “localhost:84";
S 1 v S = i
Sa e R 2 =3 equests fo RLS onta 1 sandbo
if ((null '= gs_ReplaceToken) && (oSession.url.indexof(gs_ReplaceToken)>-1)){ ase sensiti
oSession.url = oSession.url.Replace(gs_ReplaceToken, gs_ReplaceTokenwith);
if ((nul11 '= gs_OverridenHost) && (oSession.host.toLowerCase() == gs_OverridenHost)){
oSession["x-overridehost"”] = gs_OverrideHostwith;

if ((null'!'=bpRequestURI) && oSession.uricontains(bpRequestURI)){
oSessioni"x-breakreaguest"1="uri":

And the results:

| Gallery Fiadlerseript = — Timelne
# Result [ Protocol | Host | URL | EI)S - !'mm'lu;'m | uml'@“:
1 200 HTTP localhost:84 /
02 304 HTTP localhost:84 fisfiquery-1.7.2.js Headers l Textview | SyntaxView | WebForms | HexView I Auth I
@3 4 P localhost:84 fisfiquery.cyde.js Cookies |[Raw | Json | xm. |
Q-} 304 HTTP localhost:84  /styles/slideshow.css GET http://localhost:84/ HTTP/1.1
05 304 HTTP localhost:84 /styles/site.css m::_A;::f' h:g;’ ‘B:a/s 0
06 304 HTTP localhost:84 /styles/thickbox.css Accept: text/html,application/xhtml+xm
0 7 304 HTTP localhost:84  fis/thickbox.js i:g:;;sfra‘:gglggma:;fgfo
OS 304 HTTP localhost:84  fimages/Flag%20with%20bridge.JPG Accept-Encoding: gzip, deflate
09 304 HTTP localhost:84 fimages/Opera%20House2.JPG [Connection: keep-alive
01-‘ 304 HTTP localhost:84 v%20from%20bridge %20lookout 14, JPG
011 304 HTTP localhost:84
Q12 304 HTP localhost:84
0 13 304 HTTP localhost:84 /i acebook.png 3 I I —'J
0 14 04 HTTP localhost:84 /twitter.png Find... (press Ctrl+Enter to highlight all) I Viewin Notepad
0 15 304 HTTP localhost:84 fimages/loadingAnimation. gif

Tm]mm|rm|sm|mm|mm|
WebView | Auth | Caching | Cookies |[Raw | J5ON | xm. |

HTTP/1.1 200 OK -
Cache-Control: private i—
Content-Type: text/html; charset=utf-8

Server: Microsoft-IIS/7.5

X-AspNet-version: 4.0.30319

X-Power ed-By: ASP.NET

Date: Sat, 16 Jun 2012 22:43:08 GMT

Content-Length: 1816

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//|

<:tm‘11 xmins="http: //www.w3.0rg/1999/xhtml">
<head>
<script type='text/javascript” src='/js/jquery-1.7.2.js’

FIDDLER TRAINING 32



3.9 Common mistakes when using Fiddler
Common Mistakes

e Limited processes

¢E) Any Process
o Check toolbar

|? All Processes
o Check status bar

e Capturing
o File Menu

4 Progress Telerik Fiddler Web Debugger
File Edit Rules Tools View Help

~  Capture Traffi F12 b Ge
apture Traffic
MNew Viewer
Load Archive...
X dn.con
Recent Archives ¥
dn.con
Save » €

X dn.con
Import Sessions...

Export Sessions >

Exit

e No proxy set
e Browser does not automatically support using “localhost” or “127.0.0.1"
o In this case use: ipv4.fiddler or ipv6.fiddler

1
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4. Annexes

4.1 What is a proxy and a reverse proxy?

Proxy (Forward Proxy) Vs. Reverse Proxy

2
[~

et

Forward Proxy

Most discussion of web proxies refers to the type of proxy known as a “forward proxy.”

The proxy event in this case is that the “forward proxy” retrieves data from another web site
on behalf of the original requestee.

Forward proxies are typically used internally by large organizations, such as universities and
enterprises, to:

e Block employees from visiting certain websites.

e Monitor employee online activity

e Block malicious traffic from reaching an origin server.

e Improve the user experience by caching external site content.

A reverse proxy server is an intermediate connection point positioned at a network’s edge. It
receives initial HTTP connection requests, acting like the actual endpoint.

Essentially your network’s traffic cop, the reverse proxy serves as a gateway between users and
your application origin server. In so doing it handles all policy management and traffic routing.

1
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A reverse proxy operates by:

e Receiving a user connection request
e Completing a TCP three-way handshake, terminating the initial connection
e Connecting with the origin server and forwarding the original request

4.2 HTTP Status Codes

e Ixx |Informational

e 100 Continue

e 101 Switching Protocols
e 102 Processing

e 2xXx Success

e 200 OK

e 201 Created

e 202 Accepted

e 203 Non-authoritative Information
e 204 No Content

e 205 Reset Content

e 206 Partial Content

e 207 Multi-Status

e 208 Already Reported
e 226 IM Used

e 3xx Redirection

e 300 Multiple Choices

e 301 Moved Permanently
e 302 Found

e 303 See Other

e 304 Not Modified

e 305 Use Proxy

e 307 Temporary Redirect
e 308 Permanent Redirect
e 4xx Client Error

e 400 Bad Request

e 401 Unauthorized

e 402 Payment Required

e 403 Forbidden

e 404 Not Found

e 405 Method Not Allowed

e 406 Not Acceptable

e 407 Proxy Authentication Required
e 408 Request Timeout

1
FIDDLER TRAINING 35



e 409 Conflict

e 410 Gone

e 411 Length Required

e 412 Precondition Failed

e 413 Payload Too Large

e 414 Request-URI Too Long

e 415 Unsupported Media Type

e 416 Requested Range Not Satisfiable
e 417 Expectation Failed

e 418 I'm a teapot

e 421 Misdirected Request

e 422 Unprocessable Entity

e 423 Locked

e 424 Failed Dependency

e 426 Upgrade Required

e 428 Precondition Required

e 429 Too Many Requests

e 431 Request Header Fields Too Large
e 444 Connection Closed Without Response
e 451 Unavailable For Legal Reasons

e 499 Client Closed Request

e b5xx Server Error

e 500 Internal Server Error

¢ 501 Not Implemented

e 502 Bad Gateway

e 503 Service Unavailable

e 504 Gateway Timeout

e 505 HTTP Version Not Supported

e 506 Variant Also Negotiates

e 507 Insufficient Storage

e 508 Loop Detected

e 510 Not Extended

e 511 Network Authentication Required
e 599 Network Connect Timeout Error

4.3 HTTP Verbs

HTTP defines a set of request methods to indicate the desired action to be performed for a
given resource. Although they can also be nouns, these request methods are sometimes
referred to as HTTP verbs.

RFC 2616
OPTIONS
GET

HEAD
1
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POST

PUT

DELETE

TRACE
CONNECT

RFC 2518
PROPFIND
PROPPATCH
MKCOL

COPY

MOVE

LOCK

UNLOCK

RFC 3253
VERSION-CONTROL
REPORT
CHECKOUT
CHECKIN
UNCHECKOUT
MKWORKSPACE
UPDATE

LABEL

MERGE
BASELINE-CONTROL
MKACTIVITY
RFC 3648
ORDERPATCH
RFC 3744

ACL
1
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draft-dusseault-http-patch
PATCH
draft-reschke-webdav-search

SEARCH

4.4 WebDAV Methods

WebDAV (Web Distributed Authoring and Versioning) is an extension of the Hypertext Transfer
Protocol (HTTP) that allows clients to perform remote Web content authoring operations.

BCOPY Method
BDELETE Method
BMOVE Method
BPROPFIND Method
BPROPPATCH Method
COPY Method

DELETE Method

LOCK Method

MKCOL Method
MOVE Method
NOTIFY Method

POLL Method
PROPFIND Method
PROPPATCH Method
SEARCH Method
SUBSCRIBE Method
UNLOCK Method
UNSUBSCRIBE Method
X-MS-ENUMATTS Method

4.5 Set an HTTP Proxy using PowerShell

Set HTTP Proxy via PowerShell

This function will edit the values at
"HKCU:\Software\Microsoft\Windows\CurrentVersion\Internet Settings" as below.

It enables the Proxy if disabled by default.

SYNTAX
Set-InternetProxy [-Proxy] <string[]> [[-acs] <string[]>] [<CommonParameters>]

1
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http://gmpg.org/xfn/11
https://msdn.microsoft.com/en-us/library/aa143053.aspx
https://msdn.microsoft.com/en-us/library/aa142722.aspx
http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd
https://api.w.org/
https://msdn.microsoft.com/en-us/library/aa126042.aspx
https://msdn.microsoft.com/en-us/library/aa142950.aspx
https://msdn.microsoft.com/en-us/library/aa142897.aspx
https://msdn.microsoft.com/en-us/library/aa142712.aspx
https://msdn.microsoft.com/en-us/library/aa142735.aspx
https://msdn.microsoft.com/en-us/library/aa143117.aspx
https://msdn.microsoft.com/en-us/library/aa142725.aspx
https://msdn.microsoft.com/en-us/library/aa142960.aspx
https://msdn.microsoft.com/en-us/library/aa142923.aspx
https://msdn.microsoft.com/en-us/library/aa142839.aspx
https://www.pbnet.ro/
https://pbnet.sharepoint.com/sites/hybridsps/PowerShell%20trainings/www.pbnet.ro
https://msdn.microsoft.com/en-us/library/aa142926.aspx
https://msdn.microsoft.com/en-us/library/aa142938.aspx

<#

.Synopsis

This function will set the proxy settings provided as input to the cmdlet.
.Description

This function will set the proxy server and (optional) Automatic configuration script.
.Parameter ProxyServer

This parameter is set as the proxy for the system.

Data from. This parameter is Mandatory

.Example

Setting proxy information

Set-InternetProxy -proxy "proxy:7890"

.Example

Setting proxy information and (optional) Automatic Configuration Script
Set-InternetProxy -proxy "proxy:7890" -acs "http://proxy:7892"

#>

Function Set-InternetProxy

{
[CmdletBinding()]

Param(

[Parameter(Mandatory=$True,ValueFromPipeline=$true,ValueFromPipelineByPropertyNam
e=$true)]
[String[]]$Proxy,

[Parameter(Mandatory=$False ValueFromPipeline=$true,ValueFromPipelineByPropertyNa
me=$true)]

[AllowEmptyString()]

[String[]]$acs

)

Begin
{

$regKey="HKCU:\Software\Microsoft\Windows\CurrentVersion\Internet Settings"

}

Process

{

Set-ltemProperty -path $regKey ProxyEnable -value 1

____________________________________________________________________________________________|
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Set-ItemProperty -path $regKey ProxyServer -value $proxy

if($acs)
{
Set-ltemProperty -path $regKey AutoConfigURL -Value $acs
}
}
End
{

Write-Output "Proxy is now enabled"
Write-Output "Proxy Server : $proxy"
if ($acs)
{
Write-Output "Automatic Configuration Script : $acs”

else

Write-Output "Automatic Configuration Script : Not Defined"

}

}

}
How to use the script:

<#
.Synopsis
This function will set the proxy settings provided as input to the cmdlet.
.Description

This function will set the proxy server and (optinal) Automatic configuration script.
.Parameter ProxyServer

This parameter is set as the proxy for the system.

Data from. This parameter is Mandatory

.Example

Setting proxy information

Set-InternetProxy -proxy "proxy:7890"

.Example

—
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Setting proxy information and (optinal) Automatic Configuration Script
Set-InternetProxy -proxy "proxy:7890" -acs "http://proxy:7892"
#>

4.6 Set an HTTP Proxy using NETSH

Set a HTTP Proxy using NETSH

To navigate to the WinHTTP context, open an administrator Command Prompt window,
type netsh, and then type winhttp.

C:\Windows\system32>netsh
netsh>winhttp
netsh winhttp>

You use the set proxy command to configure the proxy settings. You can type the command
followed by a question mark to see the syntax for this command.

‘ netsh winhttp>set proxy /? ‘

This example specifies that HTTP servers and HTTPS servers are accessed through the proxy
server proxy_server, except for host names that don't contain a period specified by the
"<local>" argument.

netsh winhttp>set proxy proxy_server "<local>"

This example imports proxy information used by Internet Explorer by using the import
proxy command.

netsh winhttp>import proxy source=ie

These examples use the reset proxy command to reset the WinHTTP proxy to DIRECT.

netsh winhttp>reset proxy

Even if you aren't running a proxy server, we recommend that you use Netsh.exe to check
whether a previous proxy has been set. By running the tool without arguments, this example
shows the current configuration.
|
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‘ netsh winhttp>show proxy

4.7 Examine a HAR trace with Fiddler.

HAR, short for HTTP Archive, is a format used for tracking information between a web browser and a
website. A HAR file is primarily used for identifying performance issues, such as bottlenecks and slow
load times, and page rendering problems.

Fiddler can also be used to analyze HAR traces taken with Google Chrome or Microsoft Edge.

More info on capturing the trace can be found here: https://docs.microsoft.com/en-
us/azure/azure-portal/capture-browser-trace

e Open Fiddler in viewer mode (running fiddler.exe /viewer)

EN Administrator: Windows PowerShell

C:\Users\andrei\AppData\Local\Programs\Fiddler> .\Fiddler.exe /viewer
C:\Users\andrei\AppData\Local\Programs\Fiddler>

e Choose “File” and “Import Sessions”

-% Progress Telerik Fiddler Viewer
File] Edit Rules Tools View Help

Capture Traffic F12 Go * Str
Mew Viewer Host
Load Archive...

Recent Archives >

Save

Import Sessions...

Export Sessions

Exit
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e From the format selector, chose: HTTP Archive

Select Import Format

HTTPArchive

Alossy JSOMN-based HTTP traffic anchive format. Leam more &

hitp://groups.google .com./group hittp-archive-specification

o Cancel

and select the HAR file.

‘e kdit Hules lools  View Help

m Import from HTTRPArchive

4 B » ThisPC » Desktop »

Organize * MNew folder
Gl MName
7 Quick access -
OLD
B Deskto
. | ] TESTHAR.har

Documents
[&=] Pictures

J’S Music

B videos

4 Fiddler

Captures

-
; Downleads
-
-

@ OneDrive
[ This PC

d’ MNetwork v <

File name: | TESTHAR. har

*
v | 0 Search Desktop R
= ™ @
Date modified Type Size
6/12/2021 12:01 PM File folder
6/17/2021 11:18 AM HAR File 3,004 KB
>
v| HTTPArchive JSON (*.har) ~

Then Fiddler will open the trace:

FIDDLER TRAINING

43



;E Progress Telerik Fiddler Viewer

File Edit Rules Tools View Help
Viewer () 43 Replay %~ b Go | Stream 3 Decode
# Result  Protocol Host LURL ()

= wwnw.pbnet.ro
200

&1 HTTPS i2.wp.com
% 12 200 HTTPS teams.microsoft, com
A 13 - HTTPS www . pbnet.ro
F HTTPS www . pbnet.ro
A 15 HTTPS www.pbnet.ro
&bie HTTPS www.pbnet.ro
b7 HTTFS www.pbnet.ro
A 1s HTTRS www.google.com
F S| HTTPS www . pbnet.ro
F %] HTTPS www.pbnet.ro
A2 HTTPS www.pbnet.ro
A 22 HTTPS www . pbnet.ro
A 23 HTTPS www . pbnet.ro
&2s HTTPS www . pbnet.ro
&oas HTTPS www.pbnet.ro
&oe HTTPS www.pbnet.ro
A A uTThe oo

fwp-content/themesi
v.pbnet.rofwp-co
jshareflauncher js?ve
Jwp-content/pluginsfje
Jwp-indudes fjs (distve
fwp-content/plugins/c
Jwp-contentpluginsfin
Jwp-ncludes fjs/comme
Jrecaptcha/api.js?ren
Jwp-content/plugins/c
Jwp-content/pluginsfe
Jwp-ncludesfisfwp-en
Jwp-content/pluginsfje
Jwp-content/pluginsfje
Jwp-content/pluginsfje
fwp-content/plugins fje
Jwp-content/plugins fj

| SR Y N .

Keep: All sessions = @4 Find [E] Save | B8] () @& Browse - T TextWizard | [& Tear

GetStarted (3) Statiscs o, Inspectors £ AutoResponder [ # Composer |58
Headers | TextView | Syntaxview | WebForms | HexView | Auth | Cookies

GET hitps://www.pbneti.ro/wp-content,/themes /mh-magazine-lite,/for
sec-ch-ua: ™ Not;A Brand”;v="99", "Microsoft Edge";w="91", "Cht
Referer: hittps: . pbnet. ro/wp-content /themes /mh-magazine-17i1
origin: https . pbnet. ro
sec-ch-ua-mobile: 70

User-agent: Mozilla/s.0 (windows NT 10.0;
Host: www.pbnet.ro

wine4; x64) Applewebt

| Find... (press Ctrl+Enter to highlight all)

Transformer Headers | TextView HexView We

SyntaxView ImageView

4.8 Analyzing NETLOG export files with Fiddler

More info on capturing the Netlog dump can be found here: https://www.chromium.org/for-
testers/providing-network-details

Note: in Microsoft Edge, you can use edge://net-export

Now you find yourself with a JSON file that you need to analyze.

So, here is a way to do it:

= Download and install the NetLog importer plugin for Fiddler from [ here ]
* Open Fiddler in viewer mode using: Fiddler -viewer
* From the File menu, choose Import sessions then select the import format

“Netlog JSON”"

Select Import Format

NetLog JSON

Chromium’s J5S0M-based event log format (v1.2.3). See
https://dev.chromium.org fortesters/providing-network-details for more details.

Cancel

S

= select the JSON file and click “Open”

Now you will be able to analyze the trace directly in Fiddler.
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In addition to the requests and responses parsed from the log, there are several pseudo-
Sessions with a fake host of NETLOG that represent metadata extracted from the log:

|Es5 200 HTTPS dients4.google.com  fchrome-sync/command,?dient=Google +Chrome&d. .. &40 no-cd
El [} 200 HTTP NETLOG CAPTURE_INFO 416

=i3§1- 7 200 HTTP NETLOG /RAW_JSOM 1,608...

=i3§1- 3 200 HTTP NETLOG /EMAELED_EXTEMSIONS 5,463

Blos HTTPS content-autofil.googleapis.com  fv1fpages/ChNDaHIvbWUvOTEUMC40MDCyLic3Eh. ..

Aﬁ 99 200 HTTP NETLOG JURL_REQUESTS 267,358
%o 20 HITP METLOG /SECURE_SOCKETS 11,703

These pseudo-sessions include:

= RAW_JSON contains the raw constants and event data. You probably will never
want to examine this view.

= CAPTURE_INFO contains basic data about the date/time of the capture, what
browser and OS version were used, and the command line arguments to the
browser.

= ENABLED_EXTENSIONS contains the list of extensions that are enabled in this
browser instance. This entry will be missing if the log was captured using the —
log-net-log command line argument.

» URL_REQUESTS contains a dictionary mapping every event related to
URL_REQUEST back to the URL Requests to which it belongs. This provides a
different view of the events that were used in the parsing of the Web Sessions
added to the traffic list.

=  SECURE_SOCKETS contains a list of all the HTTPS sockets that were established
for network requests, including the certificates sent by the server and the
parameters requested of any client certificates.

Note: the certificates can be viewed by saving the string that begins with “-BEGIN
CERTIFICATE" to a file with the .cer extension.

Please keep in mind that the NetLog format does not currently store the request body bytes.

1
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