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Connecting to Office 365



This bullet list 
with 

animations

 Connect to Azure Active Directory

 Connect to SharePoint Online

 Connect to Office 365 using SharePoint / 
Office 365 Dev PnP PowerShell Cmdlets

 Connect to Exchange Online

 Connect to the Office 365 Security 
Compliance Center

 Connect to Skype for Business Online

 Connect to Microsoft Teams

Overview



Connect to Azure Active Directory
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 The Azure Active 
Directory module is 

hosted on the 
PowerShell Gallery

 The PowerShell 
Gallery is the central 

repository for 
PowerShell content 

from Microsoft

 To download modules, 
you need 

PowerShellGet



Minimum Requirements

 PowerShellGet is included with:
- Windows 10 or newer
- Windows Server 2016 or newer
- Windows Management Framework 

(WMF) 5.0 or newer
- PowerShell 6

 PowerShellGet



Minimum Requirements

 If you have an older version of Windows / 
PowerShell
- Download the PackageManagement MSI
• https://www.microsoft.com/en-

us/download/details.aspx?id=51451

 PowerShellGet



Installing the Module

 Install-Module -Name AzureAD



Demo
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 Downloading the AzureAD PowerShell 
Module



Connecting to Azure Active Directory

 Global administrator role in Azure AD



$cred = Get-Credential 

Connect-AzureAD -Credential $cred

Connecting to Azure Active Directory



Connecting to Azure Active Directory with 
MFA

 Different steps if you have Multi Factor 
Authentication (MFA) enabled



Connect-AzureAD

Connecting to Azure Active Directory with 
MFA



Demo
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 Connecting to Azure Active Directory 
with PowerShell

 Connecting to Azure Active Directory 
with PowerShell with MFA Enabled
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 Azure AD PowerShell Module
- Stable, production release

 Azure AD PowerShell Module – Public 
Preview
- Latest features, not always well 

documented
- Subject to change before getting in the 

production release 



Installing the Module

 Install-Module -Name AzureADPreview



Connect to SharePoint Online
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 The SharePoint Online 
module is hosted on 

the Microsoft 
Download Center

 https://www.microsoft.com/en-
ca/download/details.aspx?id=355

88



Requirements

 SharePoint Online Administrator

 URL of SharePoint Online Admin Center
- https://<org name>-admin.sharepoint.com



#Get Connection Credential

$cred = get-credential

#Establish Connection

Connect-SPOService
-Url https://<SP Admin Center>.sharepoint.com 
-credential $cred

Connecting to SharePoint Online



#Establish Connection

Connect-SPOService
-Url https://<SP Admin Center>.sharepoint.com 

#Follow the instructions in the Microsoft SharePoint Online Management Shell 
dialog box to provide the additional authentication information.

Connecting to SharePoint Online with MFA



Demo
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 Getting the SharePoint Online PowerShell 
Module

 Connecting to SharePoint Online with 
PowerShell

 Connecting to SharePoint Online with 
PowerShell with MFA Enabled



Connecting to Office365 using SharePoint / 
Office 365 Dev PnP PowerShell Cmdlets
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 Open source initiative coordinated by 
SharePoint engineering

 Contains multiple best-practices samples

 One of them is the SharePoint / Office 365 
Dev PnP PowerShell Cmdlets
- Contains over 250 PowerShell cmdlets
- Can do a lot more than the SharePoint 

Online PowerShell Module
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 The SharePoint / 
Office 365 Dev PnP 

PowerShell  module is 
hosted on the 

PowerShell Gallery

 Same prerequisites as 
the AzureAD

PowerShell module 
seen earlier in this 

module



Installing the Module

 Install-Module -Name SharePointPnPPowerShellOnline



Demo
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 Downloading the SharePoint / Office 365 
Dev PnP PowerShell Module



Connecting to SharePoint Online using the PnP 
Module

 SharePoint Online Admin

 Site Collection Admin to only manage a 
select site collection 

 URL of a site collection in your tenant / 
SPO Admin Center



$cred = Get-Credential

Connect-PnPOnline
–Url https://yoursite.sharepoint.com 
–Credentials $cred

Connecting to SharePoint Online using the PnP 
Module



Connect-PnPOnline
–Url https://yoursite.sharepoint.com 
–UseWebLogin

Connecting to SharePoint Online using the PnP 
Module with MFA
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 Connect to SharePoint Online using the 
PnP 



Connect to Exchange Online



Requirements

 Exchange Online Admin



#Get Connection Credential

$cred = get-credential
#Establish Connection

$Session = New-PSSession

-ConfigurationName Microsoft.Exchange

-ConnectionUri https://outlook.office365.com/powershell-liveid/ 

-Credential $cred

-Authentication Basic 

-AllowRedirection

#Add remote Session into current session

Import-PSSession $Session

Connecting to Exchange Online
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 Office 365 operated by 21Vianet (China)
- ConnectionUri: 

https://partner.outlook.cn/PowerShell

 Office 365 Germany
- ConnectionUri

https://outlook.office.de/powershell-
liveid/
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 Connecting to Exchange Online with 
PowerShell



Connecting to Exchange Online with MFA

 Different steps if you have Multi Factor 
Authentication (MFA) enabled
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 You need to download 
the Exchange Online 

PowerShell Module
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 And you need to be 
using Internet 

Explorer

 Chrome or other 
browsers will throw 

out an error



Connect-EXOPSSession -UserPrincipalName vlad@globomantics.org

Connecting to Exchange Online with MFA



Connect-EXOPSSession
-UserPrincipalName vlad@globomantics.org
-ConnectionUri https://outlook.office.de/PowerShell-LiveID 
-AzureADAuthorizationEndPointUri https://login.microsoftonline.de/common

Connecting to Exchange Online Germany with 
MFA
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 Connecting to Exchange Online with 
PowerShell with MFA enabled



Connect to the Office 365 Security and 
Compliance Center



Requirements

 Permissions to access the Office 365 
Security & Compliance Center
- Global Admin
- Organization management role



#Get Connection Credential

$cred = get-credential

#Establish Connection

$Session = New-PSSession

-ConfigurationName Microsoft.Exchange

-ConnectionUri https://ps.compliance.protection.outlook.com/powershell-liveid/

-Credential $cred

-Authentication Basic 

-AllowRedirection

#Add remote Session into current session

Import-PSSession $Session

Connecting to the Office 365 Security and 
Compliance Center
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 Office 365 Germany
- ConnectionUri

https://ps.compliance.protection.outlook
.de/powershell-liveid/



Demo
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 Connecting to the Office 365 Security 
and Compliance Center



Connecting to Office 365 Security and 
Compliance Center with MFA 

 Different steps if you have Multi Factor 
Authentication (MFA) enabled
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 Requires the same 
module as the 

Exchange Online with 
MFA



Connect-IPPSSession -UserPrincipalName vlad@globomantics.org

Connecting to the Office 365 Security and 
Compliance Center with MFA



Connect-IPPSSession
-UserPrincipalName vlad@globomantics.org
-ConnectionUri https://ps.compliance.protection.outlook.de/PowerShell-LiveID 
-AzureADAuthorizationEndPointUri https://login.microsoftonline.de/common

Connecting to the Office 365 Security and 
Compliance Center Germany with MFA
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 Connecting to the Office 365 Security 
and Compliance Center with MFA



Connect to Skype for Business Online
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 The Skype for 
Business Online 

module is hosted on 
the Microsoft 

Download Center

https://www.microsoft.com/en-
us/download/details.aspx?id=393

66



Requirements

 Skype for Business Online Admin



#Get Connection Credential
$cred = get-credential
#Establish Connection
$Session =  New-CsOnlineSession -Credential $cred
#Add remote Session into current session
Import-PSSession $Session

Connecting to Skype For Business Online



$Session =  New-CsOnlineSession -UserName vlad@Globomantics.org

Import-PSSession $Session

Connecting to Skype For Business Online With 
MFA Enabled
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 Installing the Skype for Business Online 
Module

 Connecting to Skype for Business Online

 Connecting to Skype for Business Online 
with MFA Enabled



Connect to Microsoft Teams
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 The MicrosoftTeams
module is hosted on 

the PowerShell 
Gallery

 Same Prerequisites as 
the AzureAD

PowerShell module 
seen earlier in this 

module



Installing the Module

 Install-Module -Name MicrosoftTeams



$cred = Get-Credential

Connect-MicrosoftTeams –Credential $cred

Connecting to Microsoft Teams



Connect-MicrosoftTeams -AccountId vlad@globomantics.org

Connecting to Microsoft Teams with MFA 
enabled



Demo
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 Getting the Microsoft Teams PowerShell 
Module

 Connecting to Microsoft Teams

 Connecting to Microsoft Teams with MFA 
Enabled
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with 
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 Connect to Azure Active Directory

 Connect to SharePoint Online

 Connect to Office 365 using SharePoint / 
Office 365 Dev PnP PowerShell Cmdlets

 Connect to Exchange Online

 Connect to the Office 365 Compliance 
Center

 Connect to Skype for Business Online

 Connect to Microsoft Teams

Conclusion


